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Executive Summary  

Methods for automated content analysis of wildlife trade from digital platforms are largely 

missing. Using a set of species that occur in the Philippines and that are involved in the digital 

trade in wildlife, this research project has deployed a novel framework for automated content 

analysis using machine learning and natural language processing. The framework is designed to 

produce an anonymized database containing relevant content on species threatened by wildlife 

trade in the Philippines. Our methods, which included accessing digital content via application 

programming interfaces and by extracting data following custom internet searches, helped identify 

and prioritize content based on its relevance from multiple digital platforms and significantly 

reduce the effort of manually searching for relevant data. Google search results had the largest 

portion (92%) of highly relevant posts and web pages identified across all digital platforms 

(105,944 posts), demonstrating the potential of this method when identifying relevant content in 

an automated way. Google search results also helped identify content from digital platforms that 

were not directly targeted via the application programming interface. A set of species was observed 

to be occurring more frequently across all digital platforms barring the exception of TikTok which 

differed in terms of the species with high occurrence. More content on animals, especially on 

reptiles, birds, and mammals, was found compared to plants. Our in-depth content identification 

analysis using machine learning and natural language processing allowed creating a database that 

can be used for a number of future analyses, pending continued data validation and collection to 

reduce biases and other uncertainties in the data collected. Considering the dynamic nature of 

digital platforms it will be important to continue data collection to see if there will be changes in 

the ‘popularity’ of some digital platforms and species over others. It will also be important to 

further refine the filtering algorithms, for example by using other search terms in other languages 

and/or assess if the posts refer to illegal or legal wildlife trade. It also remains important to validate 

the data collected against other  independently collected data sources, such as data on confiscations 

and seizures. The database can already be used for visualization purposes, especially in relation to 

what species occur in what digital platforms; assess how posts on species change over time and 

space, and other structured information obtained from the named entity recognition from online 

news. Future work should focus on further enhancing data filtering, and carrying out analyses (e.g. 

text analysis including exploration of the sentiment in posts) by merging different digital data 

sources. 
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I. Introduction  

This final report follows from, and is an extension of, the midterm report submitted in June 2021. 

We document the methods and final results in the application of automated algorithms to extract 

information about trade in species of conservation concern in the Philippines.   

 

a. Background 

Digital data sources provide information on people-nature interactions at fine temporal and spatial 

scales that can be leveraged to help address the global biodiversity crisis (Di Minin et al., 2015; 

Ladle et al., 2016). Data can be collected from web pages, social media, video-sharing platforms 

and other digital sources through multiple ways (Correia et al., 2021; Toivonen et al., 2019), but 

the volume of data collected poses an analytical challenge.  

The application of algorithms for analyzing visual, textual, and/or audio content from digital 

sources can help address this challenge and facilitate the study of people-nature interactions at an 

unprecedented scale. For example, such methods can be used for the automatic identification, 

counting, and description of species and individuals from images (Norouzzadeh et al., 2018). 

Frameworks and applications for the use of machine learning to investigate the wildlife trade are 

increasingly being promoted and used (Di Minin et al., 2018, 2019). However, training such 

algorithms for the automatic identification of image content is challenging in the case of wildlife 

products for which training datasets are missing. Natural language processing can be more 

efficiently used to retrieve information from text, and future developments should allow combining 

visual, textual, and audio analysis of large volumes of data (Di Minin et al., 2019; Toivonen et al., 

2019).  

In this project, which is a collaboration with the Department of Environment and Natural 

Resources-Biodiversity Management Bureau (DENR-BMB) and the Asian Development Bank 

(ADB), we are using a framework for automated retrieval of information (text, images and 

metadata), pertaining to species threatened by illegal wildlife trade in the Philippines. The 

collection of digital data complies with the terms of use of the digital platforms, and data privacy 

and protection safeguards were put in place to comply with the European Union General Data 

Protection Regulation, which covers the University of Helsinki. The proposed automated methods 

https://www.zotero.org/google-docs/?3uNwkn
https://www.zotero.org/google-docs/?3uNwkn
https://www.zotero.org/google-docs/?AiOH8H
https://www.zotero.org/google-docs/?0hga5v
https://www.zotero.org/google-docs/?wbrhry
https://www.zotero.org/google-docs/?F2XsPO
https://www.zotero.org/google-docs/?F2XsPO
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can be used to collect digital text related to the targeted species and uses machine learning tools 

and natural language processing to filter the content and automatically create a database that can 

potentially be used for further analyses (Kulkarni & Di Minin, 2021).  

 

b. Objectives and Purpose of the Engagement  

The purpose of the project is purely scientific and not directed at informing law enforcement. The 

project focused on species that local conservation authorities have identified as potentially 

threatened by the illegal wildlife trade in the Philippines.  

This project demonstrates the potential of using natural language processing and machine 

learning to identify relevant content pertaining to species threatened by illegal wildlife trade in the 

Philippines and create a database that can be used for further analyses. An example in the case of 

online news is illustrated in Figure 1. The proposed pipeline may facilitate and hasten the 

extraction of digital data for further analyses, potentially increasing the efficiency at which this 

information can be extracted by conservation scientists and practitioners, who may still be 

retrieving this information manually.  

https://www.zotero.org/google-docs/?sjMEQs
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Figure 1:  Example of four types of Named Entities extracted for the keyword ‘Pangolin’. 

 

c. Scope and Limitations 

 The scope of work as agreed in the TOR of the project included: 

1) The development of a research framework able to mine, filter, and identify relevant data 

on wildlife trade on digital platforms;  

2) In collaboration with DENR-BMB, based on existing data on wildlife trade in the 

Philippines, identify a list of the 20 (thereafter expanded to 157) most common species 

potentially traded online; 

3) Perform an in-depth analysis of these 20 (thereafter expanded to 157) priority species; 

4) Organize and lead a 2-day (thereafter expanded to 3) workshop on online wildlife trade 

and practical usage of scripts, tailored to the target audience. 
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Challenges: There were a number of challenges in the implementation of this project. This 

included challenges related to the amount and privacy of data that we were able to retrieve and 

that was related to wildlife trade. The main limitations were that we were not able to access all 

potentially relevant content due to it not being openly available, or that such information could not 

be collected without infringing the terms of use of the platform. Many platforms, such as Twitter, 

enable scientific research and offer interface tools for collecting data. However, similar to some e-

commerce platforms and webpages, they also prohibit automated data collection, known as web 

scraping. As part of the project we tried mining as many data sources as possible, but we were able 

to collect only information that was openly available while respecting the terms of use of each 

platform. For example, we could not retrieve data from closed social media platforms (e.g. 

WhatsApp). Joining closed groups on Facebook and other platforms and collecting data without 

prior permission of the group admin raised serious ethical concerns as also expressed by the 

University of Helsinki Ethical Review Board in Humanities and Social and Behavioral Sciences 

and was not carried out in this project. Overall, considering the limited amount of time available 

and data collection restrictions, it is important to highlight that we can only obtain a limited 

understanding from the data that were collected. In the context of this project in-depth analysis of 

the 20 priority species refers to using machine learning and natural language processing analysis 

to filter out and rank content gathered from multiple digital platforms based on its relevance .  

Data Privacy: To safeguard the collected data and prevent misuse or unintended data breach, we 

followed a data privacy policy along the lines of General Data Protection Regulation (GDPR) 

formalised by the European Union (Di Minin et al., 2021) and the University of Helsinki Ethical 

Review Board in Humanities and Social and Behavioral Sciences. The design of the data collection 

process follows data minimisation principles and implements data minimisation at an early stage. 

Data is then pseudonymised, with the only reference to original user identification retained being 

a cryptographically hashed one-way lookup table, stored in a separate location. The one-way 

lookup table is used for internal purposes only and will not be shared as part of this project. 

Geotagged information will similarly follow data protection guidelines (see Figure 2). GDPR has 

one of the most comprehensive coverages of data privacy regulations globally and is expected to 

already cover most aspects of the Philippine Data Privacy Laws. The national consultant in 

collaboration with DENR-BMB is free to adapt the code-base that we will provide (see below) and 

is responsible to comply with the Philippine Data Privacy Laws.  

https://www.zotero.org/google-docs/?TpV3o5
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Figure 2. Data privacy workflow 

 

II. Methodology  

Here, we elaborate on the stages of a complete end-to-end pipeline that initiates a search for digital 

content related to the species of interest, and proceeds to filtering, classifying and extracting 

information from the identified content. The general overview of the pipeline with its main stages 

is depicted in Figure 3. We list the main flow of the pipeline and highlight some of the important 

features. 
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Figure 3. Framework for collecting and automatically filtering digital information 

 

a) Digital data collection  

Digital content was compiled from multiple channels, including social media platforms, online 

news, e-commerce platforms, webpages, etc. Search terms used in these digital platforms were 

composed of the list of species and code words compiled by DENR-BMB. Automated discovery 

of code words was not a task part of the proposed project.  

Here, we provide examples from web searches, social media posts and online news articles. 

Most digital content on the internet - be it a social media post, a news item, or an online 

advertisement - is available through a web page so that it can easily be accessed through any device 

with an internet browser. Each web page available on the internet is associated with a unique web 

address (also called uniform resource locator or url) so that it can be readily identified. However, 

given that the estimated number of web sites on the internet is over one billion (each with at least 

one web page, but often multiple), and the dynamic nature of web pages, it is impossible to know 

the location of all available pages at any point in time. Internet search engines were developed to 

circumvent this problem. In simple terms, search engines are algorithms that perform web searches 

for specific textual information by “crawling” the World Wide Web and indexing relevant content. 

Search engines are therefore a key resource to investigate the trade of wildlife online (e.g. Marshall 

et al., 2020). Yet, it should be noted that some internet content cannot be searched by a web search 

engine. This content can include for example e-mail messages, online banking websites and 

restricted social media webpages, but also content that has been purposefully hidden and cannot 

https://www.zotero.org/google-docs/?Wgcpwv
https://www.zotero.org/google-docs/?Wgcpwv
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be accessed through standard browsers and methods, generally described as the deep web and 

especially a part of it, the dark web. 

Among the many search engines currently available, the Google Search Engine is by far the 

most popular and widely used. Google Search Engine is estimated to process over 3.5 billion 

internet searches per day, and is the market leader in the majority of countries across the world. 

The success of Google’s search engine is in large part due to their specialized algorithms that aim 

to tailor the results of each search to the user by taking into account the user’s location, search 

history and other information. However, this makes it difficult to replicate search results between 

different users and locations. One alternative is to use the Custom Search Engine services provided 

by Google. Namely, Google allows users to create customized search engines that can then be used 

to search the internet using their Custom Search API. 

In order to identify relevant web pages and relevant content on the targeted species from digital 

platforms, we used the Google Custom Search API to carry out searches using the scientific names, 

English common names, and the local common names of the entire list of 157 threatened species. 

The parameters of the Custom Search API are limited to retrieve search results of webpages in the 

Philippines, up to the most relevant top 100 hits per query. In order to expand the search results 

even more, the search queries were repeated by adding other search terms that are potentially 

leading to web pages that pertain to online wildlife trade (e.g., 'sell', 'sale', 'trade', 'USD', 'peso', 

'cost', 'price', 'ibenta', 'pagbebenta', 'kalakal', 'gastos', 'presyo'). All search combinations were 

carried out for local, English and scientific names of each species. This list can be expanded by 

amendments in the script as per the requirements of the user. 

The Google API provides more than 20 metatags, which are potentially relevant to the context 

of the project. These tags identify the type of web page, its url link, the author(s) of the content 

and the organization that hosted the webpage. Publication and modification dates are also 

reported for news articles. Once relevant pages were identified, and depending on the terms of 

use of the platform hosting these pages, their content was retrieved for further analyses. As can 

be seen in an example provided in Figure 4, the information can include information pertaining 

to the seller, the price, the date of the post and other relevant details (e.g. whether the species has 
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already been sold or whether it was caught from the wild).

 

Figure 4. Example of a webpage featuring a plant species for sale and the information contained 

therein. 

 

In the case of platforms with social networking capabilities, even though text is usually the 

main content, information can also feature images and related metadata. The information content 

of a social media post can be broken down into several elements: user information (full name, 

username, number of followers, user-defined home location if available), content (text, image, 

sound, video), timestamp (time when content was shared), geotag (automatic or user-defined 

location for the post when provided), and comments and likes by other users (Figure 5). Combined 

with other data sources and carefully considering the biases and ethical issues, social media data 

can provide a complementary and cost-efficient information source for addressing wildlife trade 

challenges. 
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Figure 5. Elements of a typical social media post viewed on a mobile device. 

 

Various social media platforms enable users to share posts containing text, images and video, 

and users can like, share and comment on each other’s posts, forming a network of users and 

content. Personal profiles and posts can be either private or public, depending on the platform and 

the user’s settings (Toivonen et al., 2019). Many social media platforms allow users to geotag their 

posts, which makes social media data analogous to other types of geographic information (Sui & 

Goodchild, 2011). While ‘social media’ is a broad concept (Kaplan & Haenlein, 2010), here we 

focus specifically on social networking sites and content communities such as Twitter, Flickr, and 

TikTok, which are likely to contain relevant information for studying people-nature interactions 

(Di Minin et al., 2015). 

The Flickr API has been implemented to retrieve images and text content pertaining to the 

targeted species, especially in the context of posts of animals kept in captivity. All search results 

have been collected, as well as the picture associated with each post. The information collected 

includes the date when pictures were taken, title and description for the posted picture, owner’s 

name and username, the geotagged location (if available), tags and view counts in Flickr. All 

personal information such as date, user name/id, telephone, links and location was anonymized. 

Additional data was extracted from the images using a special script to retrieve the Exchangeable 

https://www.zotero.org/google-docs/?NE6Ypk
https://www.zotero.org/google-docs/?0R6Zmj
https://www.zotero.org/google-docs/?0R6Zmj
https://www.zotero.org/google-docs/?BTBYh9
https://www.zotero.org/google-docs/?OVgSa2
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image file format (EXIF) data of the photos. EXIF specifies the formats for images, sound and 

tags used by digital cameras, and other systems that use image and sound files. An image’s EXIF 

metadata can contain more than additional 400 information related to the photo taken. However, 

not all posted images contain such data. Still, most images were associated with tens or hundreds 

of EXIF data which can be potentially supportive to the cleaning and filtering algorithms in the 

next steps. 

Other platforms, such as Twitter, YouTube and TikTok, were scraped similarly. Their search 

results yielded a maximum of 10,000, 500 and 5,000 posts per search query, respectively. The 

TikTok platform is heavily dependent on hashtags in the search method because only hashtag 

search is available, but each search can also include intermediate results of the nearest 28 hashtags 

available in TikTok. Hence, all the retrieved similar hashtags that the platform provided were used 

for the search of each species in the list. Moreover, the hashtag ‘#exoticpets’ has been added to 

the names list since this hashtag in particular may contain highly relevant posts. 

 For Twitter, upon request of DENR-BMB, we are also following the specific hashtag 

#StopIllegalWildlifeTrade. Terms of Use and restrictions on accessing data via API still prevent 

us from accessing data from popular platforms, such as Facebook and Instagram. b) Automated 

data filtering  

Data collected resulted in a mixture of relevant and irrelevant content, as expected, requiring 

further filtering. For example, irrelevant social media posts that contained a targeted keyword, but 

e.g. contained information on businesses named after a species were discarded. Data filtering was 

done in four main stages for online news (Figure 6), namely, (i) null content removal (removing 

data points which have a blank entry), (ii) language identification (keeping only English language 

data), (iii) duplicate removal (removing posts which are copies of each other) and (iv) content 

selection after classification using machine learning.  
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Figure 6. Post data download processing stages for online news collection. 

 

For online news, a custom trained neural network was used to identify conservation related 

articles and extract named entities from the text (read more below). For Google search results, 

instead (Figure 7), after extracting all data, detecting language, and removing duplicated posts, a 

filtering algorithm was executed to categorize the posts automatically into 4 categories (High 

relevance: Score > 0.5; Names only: Score = 0.5; Search terms & without names: 0.5 > Score > 0,  

Low relevance: Score = 0). The data processing and filtering pipeline of the online social media 

platforms  are carried out in 5 main steps shown in Figure 7. Google has an additional step to 

scrape the web pages of the links provided by the custom Google search results since Google 

provides only snippets of the contents and not the whole web pages. 

 

 

Figure 7. Data processing and filtering pipeline of the Google search and online social media 

platforms 
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 Any post where one of the species names was mentioned in addition to one of the terms of 

interest was labelled as part of the highest relevant category (Relevance score > 0.5). The 

maximum score that any post can get is 1.0 when all the terms of interest such as ‘sale’ or ‘price’, 

and one of the species names are mentioned. This is however only the theoretical upper limit of 

the score and no post was found to have the maximum score. The terms of interest that were 

adopted for this project were: 

' sell', ' sale', ' trade', 'usd', 'peso', ' cost', ' price', 'alibaba', 'reddit', 'amazon', 'lazada', 'shopee', 

'carousell', 'ebay', ' ibenta', ' pagbebenta', ' kalakal', ' gastos', ' presyo' 

Hence, the total relevance score is calculated as the following: 

total relevance score = 0.5 * names + 0.5 * (sell + trade + ...)/19 

In order to estimate the performance of the filtering algorithm to identify positive posts, a 

randomly selected set of 100 posts from each platform was manually checked.  Then, an estimation 

of the percent of true positive posts found by this method from the total posts that have been 

checked was reported. A post was regarded as positive if it contained a verbatim declaration of 

one of the species’ names plus at least one search term of interest 

For all identified content, data was then supplemented with other relevant information, 

including species related information, so that the final database entry for each of the species 

contained the fields depicted in Figure 8 as ‘Document Fields’. The International Union for 

Conservation of Nature (IUCN) Red List category and the Convention on International Trade in 

Endangered Species of Wild Fauna and Flora (CITES) level of protection are appended from a 

separate list that connects the scientific name to the corresponding IUCN Red List category and 

when not available, listed as ‘NA’. Each entry was then written in a NoSql format to a local 

MongoDB data server. A field on the conservation status based on national legislation and policy 

in the Philippines was also included. 
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Figure 8. Information collected on the document level (Document Fields) and the metadata for 

each article extracted (Article Metadata). 

 

b) Named Entity Extraction 

For online news only, we supplemented the database with an additional feature of named entities 

to help with analyses of the content. This can be useful when retrieving specific information, e.g. 

on reported prices and quantities of traded animals. Named Entity Recognition (NER) is the 

process of locating and classifying words or phrases in a plain text sentence, into categories such 

as ‘Persons’, ‘Places’, ‘Events’ and so on. The text is scanned for named entities and corresponding 

sentences are extracted out of the text. For the purpose of this project, six types of entities are 

extracted (Table 1). Thus, for each source of information in the database there is corresponding 

information about the named entities (type and text) along with the particular sentence that 

contains those respective entities. This is the last stage of data processing and the entry for each 

species is finalised after the data filtering and NER extraction stages. 
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Table 1. spaCy Named entity recognition tags extracted and their descriptions. 

spaCy Entity Extracted Description 

MONEY Monetary values, including unit/currency 

QUANTITY Measurements, as of weight or numbers 

GPE Countries, states, cities 

PERSON People (names) 

ORG Companies, agencies, institutions, etc. 

CARDINAL Numerals 

 

Throughout the execution of the pipeline, we implemented parallel processing at various stages. 

Parallel processing allowed us to execute different computational tasks simultaneously on separate 

Central Processing Units (CPUs), rather than sequentially processing each task, thus significantly 

reducing the total time of pipeline execution. All collected data were stored in a NoSql database 

format (Han et al., 2011) using MongoDB (Banker, 2012). MongoDB is a distributed database that 

stores data in a flexible format (no strict scheme for data storage and uses JSON like documents) 

(Pezoa et al., 2016). 

 

c) Dark Web 

The Darkweb was accessed through a Virtual Private Network (VPN). Tor browser was installed 

to enable browsing the dark web links which are known to end with .onion addresses. Unlike with 

a regular domain, the Internet Protocol (IP) addresses of dark web links are not looked at on a 

Domain Name System (DNS) server. Instead, the browser will access a hidden service directory 

https://www.zotero.org/google-docs/?pp5RyT
https://www.zotero.org/google-docs/?ANklm3
https://www.zotero.org/google-docs/?jafIB3
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to be redirected to the deep web address, without revealing its location. Popular dark web search 

engines were explored to find any relevant wildlife trade information. The following dark web 

links were checked for potential posts of trading related to the species: 

● Hidden Wiki: http://thehiddenwiki.org/ 

● The Hidden Wiki: http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page 

● Deep Search: 

http://search7tdrcvri22rieiwgi5g46qnwsesvnubqav2xakhezv4hjzkkad.onion/result.php 

● Empire Market: 

http://2a2a2abbjsjcjwfuozip6idfxsxyowoi3ajqyehqzfqyxezhacur7oyd.onion/ 

● DarkSearch: 

http://darkschn4iw2hxvpv2vy2uoxwkvs2padb56t3h4wqztre6upoc5qwgid.onion/search 

● Haystack: http://haystak5njsmn2hqkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid.onion 

● AHMIA search engine: https://ahmia.fi/search/ 

● GuanXi search: 

http://lhyytrv3v7m3upeevqtgvan7hlcfklc5qxumsamopyut723uz6cpwqid.onion/ 

 

III. Results 

Here, we present the aggregate results for a) Google Search API; b) online news articles; and c) 

social media. 

a. Google Search API 

As outlined in the methodology section above, we conducted internet searches through Google’s 

Custom Search API and used as search terms each of the English, scientific and local names of 

species featured in the list of species provided by DENR-BMB. A total of 429,460 (253,940 after 

removing duplicates) web addresses were identified. Among these web addresses we found links 

to digital marketplaces and social media groups. Figure 9 shows the number of results returned by 

the Google Search Engine for each species. Each of the 156 species was mentioned at least on one 

web page. 

 

http://thehiddenwiki.org/
http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page
http://search7tdrcvri22rieiwgi5g46qnwsesvnubqav2xakhezv4hjzkkad.onion/result.php
http://2a2a2abbjsjcjwfuozip6idfxsxyowoi3ajqyehqzfqyxezhacur7oyd.onion/
http://darkschn4iw2hxvpv2vy2uoxwkvs2padb56t3h4wqztre6upoc5qwgid.onion/search?query=rhino%20horn
http://haystak5njsmn2hqkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid.onion/?q=rhino&offset=100
https://ahmia.fi/search/
http://lhyytrv3v7m3upeevqtgvan7hlcfklc5qxumsamopyut723uz6cpwqid.onion/
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 a) All google web pages. 
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b) High relevant category 

 

Figure 9. Number of webpages retrieved for each species through the Google search API; a) All 

google web pages. b) High relevant category 

 

Overall, 78.6% of the web pages identified pertained to animal species, whereas 21.4% 

mentioned plant species (Figure 10). The proportion ratio is roughly 2:1, potentially because names 

of animals in the list outnumbered plant names. Lepidochelys olivacea (Olive ridley sea turtle), 

Chelonia mydas (Green sea turtle), Eretmochelys imbricata (Hawksbill sea turtle) and 
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Siebenrockiella leytensis (Philippine forest turtle) are among the top species in terms of the number 

of posts found. 

 

 

a) All google web pages 

 

 b) High relevant category 

Figure 10. Proportion of web pages pertaining to animal and plant species; a) All google web 

pages. b) High relevant category 

 

The filtering algorithm identified 97,773 (38.5%) of webpages (Google search results) as with 

high relevance (>0.5) (see Figure 11). Manual classification of subsampled data yielded an 
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estimate of 18% of this highly relevant category as true positives (Table 2). Therefore, we estimate 

that more than ~17,000 of the retrieved webpages pertain to online trade of the targeted species if 

manual classification is carried out on the highly relevant posts. 

 

 

Figure 11. Proportion of relevance categories of Google search results labelled by the filtering 

algorithm relative to the total of 253,940 web pages. 
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Table 2. Proportion of the positive web pages found by manually curating Google results 

pertaining to the online trade of target species from each relevance category of the filtering 

algorithm 

Relevance Category Proportion of true positive web pages 

High relevance (>0.5) 18% 

Names only (=0.5) 0% 

Search terms & without names (<0.5) 3% 

Low relevance (=0) 0% 

 

Google search retrieved different kinds of posts covering the content of other major social media 

platforms and e-commerce websites. Figure 12 shows the count of links in the Google scraped 

search results for the major platforms and e-commerce websites that have a potential interest for 

online trade of targeted species. Notably, Google search results included 5,969 (2.4%) Facebook 

posts in the total number of web pages retrieved. Figure 13 shows the portions of web pages that 

have been collected in the Philippines’ restricted Google search (Custom Search API) versus the 

rest of the World.  
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Figure 12. Number of web pages that were identified as part of the Google search results for major 

digital platforms. 
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Fig 13. Number of webpages found in the Philippines’ restricted Google search vs. the rest of the 

World 

 

To show an overall representation of the content, we created word clouds for four species (Figure 

14). The four species are i) Manis culionensis (mammal: Philippine pangolin), ii) Eretmochelys 

imbricata (reptile: hawksbill turtle), iii) Buceros hydrocorax (aves: rufous hornbill), and Aquilaria 

malaccensis (plantae: agarwood). Word clouds display the most prominent words in the text based 

on their frequency of occurrence and the size of the word is scaled according to the strength of the 

contribution to the overall document. As seen in the word clouds, some words are strongly 

associated with trade related information, like currencies (peso), digital sale platforms (Alibaba, 

eBay, etc), locations (Philippines, Malaysia, etc.) and products (perfumes, oils, etc.)  
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Figure 14: Word clouds depicting prominent keywords in all Google web pages combined for 

four species each, Manis culionensis (Philippine pangolin), ii) Eretmochelys imbricata 

(hawksbill sea turtle), iii) Buceros hydrocorax (rufous hornbill), and Aquilaria malaccensis 

(agarwood) 

 

In Table 3, we outline a few instances of Google search content (users’ and other personal 

information is blurred to comply with data privacy concerns).  

 

 

 

 

 

Table 3. Positive web pages which are part of the database that contains potentially relevant content 

in investigating the online trade of target species. 
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Red-vented cockatoo 

 

Philippine eagle-owl 
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Philippine green pigeon 
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Crocodile skink 
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Kulasisi 
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Blue-naped parrot 
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Alocasia zebrina 
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Nepenthes ventricosa 

 

 

b. Online News 

As described in the methods, we also searched for news articles that mention species from the 

target list and built a database of news articles discussing issues like conservation concerns, 

confiscation reports, law and order reports as well as the depiction of the species in popular media. 

The following data was restricted to 55 species from the target list that are also found in the CITES 

Appendices I, II and III, and have at least one common name or local language name. Mention of 

42 species was found in online news reports with a varying number of articles related to each. 

Figure 15 shows the distribution of articles over top 30 species (all 42 are shown in the inset). A 

total number of 2,460 articles form part of the database after the filtering stages.  
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Figure 15: Number of articles found for species (top 30 species in main plot and all species in 

inset) in the target list which are also listed in the CITES Appendices I, II and II, and have 

common/local names.  

 

Dermochelys coriacea (leatherback turtle) was found to be the most mentioned species, followed 

by Crocodylus porosus (saltwater crocodile) and Cuora amboinensis (Amboina box turtle). 

Among plants, Aquilaria malaccensis (a major source of agarwood) finds the most mentions. 

Overall three classes of animals are covered with proportions as shown in Figure 16 a and b for 

mention of species, and Figure 16 c and d for number of articles per kingdom and class. The 

proportions of articles (Classes) mainly reflect the proportions in the list of target species.  
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Figure 16: Proportion of taxonomic groups and articles covering these taxonomic groups. Top 

row: proportion of species by (a) kingdom and for (b) animal classes present in the database. 

Bottom row: proportion of articles by (c) kingdom and for (d) animal classes 

 

As before, we show an overall representation of the content of the articles using word clouds for 

four species spanning four different taxonomic groups (Figure 17). The four species as above, are 

i) Manis culionensis (mammal: Philippine pangolin), ii) Eretmochelys imbricata (reptile: 

hawksbill turtle), iii) Buceros hydrocorax (aves: rufous hornbill), and Aquilaria malaccensis 
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(plantae: agarwood). As seen in the word clouds, some words strongly associated with pangolin 

indicate trade related articles (‘trade’, ‘seizure’, ‘scale’). For the leatherback turtle the articles seem 

to discuss nesting sites and population topics. ‘Water’ and the ‘forest’ affected by ‘Kaliwa dam’ 

are discussed for the rufous hornbill while the use of agarwood in home products and its effects 

on the species are discussed for Aquilaria malaccensis. 

 

 

Figure 17: Word clouds depicting prominent keywords in all news articles combined for four 

species each, Manis culionensis (Philippine pangolin), ii) Eretmochelys imbricata (hawksbill sea 

turtle), iii) Buceros hydrocorax (rufous hornbill), and Aquilaria malaccensis (agarwood) 

 

We list down some selected examples extracted from the Named Entity Recognition model that 

help gain specific insights about prices, quantities and locations (Table 4).  

 

Table 4: Selected examples of sentences resulting from the Named Entity Recognition model, 

which contain information about prices, quantities and location relating to target species. 
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Money 

The first conviction of pangolin traffickers outside Palawan occurred only in July 2019 when a 

court in Cavite sentenced three traffickers to three months in jail and a P20,000 or US$394 

fine each for illegally transporting 10 pangolins. 

The seizure, worth about $38.7 million, is thought to be the largest bust of pangolin products 

globally in recent years. 

Fresh pangolin scales can fetch for up to P4,500 ($90) a kilo, while dried scales can command 

up to P7,000 ($140) a kilo. 

Poaching rare turtles is a multimillion-dollar industry, with thieves combing the wilds of 

North America for bog, box, wood, and spotted turtles, and then shipping them to buyers, 

mainly in Asia and Europe. 

Agarwood Essential Oil Market is poised to touch USD 201.03 Mn by 2025 at an impressive 

5.92% CAGR during the forecast period (2018-2025), reveals the latest report by Market 

Research Future (MRFR). 

Quantity 

 

“There were 18 retrieval incidents, all occurring approximately 600 kilometers away from the 

natural range of the Philippine pangolin, Manis culionensis, which is found only in the 

Palawan faunal region and has the smallest range among the world’s eight pangolin species,” 

the study found. 

Around 200 tonnes of illegally harvested giant clam shells worth nearly $25m have been 

seized in the Philippines in one of the biggest known operations of its kind in the country. 
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Following a raid in Puerto Princesa City, Palawan, authorities confiscated 1154 kilograms 

(2,545 pounds) of pangolin scales and other wildlife parts from a two-story home there. 

The 73 kilograms of agarwood chips in six boxes were confiscated at Port of Davao on Dec. 

24. 

Seized from the suspect were 10.9 kilograms of agarwood, accessories for making agar beads, 

and cash amounting to P15,000. 

Location 

Six Philippine serpent eagles (Spilornis holospilsus) were released on the Mount Makiling 

Forest Reserve here this week, boosting the population of eagles in this mountain in Laguna 

province. 

But in the next two years, the trade increased nine-fold — between 2018 and 2019, authorities 

intercepted an estimated 6,894 pangolins, representing 90% of all pangolins caught up in the 

illegal trade in the Philippines over the last two decades. 

TRAFFIC researchers also conducted ad hoc surveys in the Manila metropolitan area in 2018 

and 2019, and discovered pangolin meat being served in at least five restaurants, although it 

was not advertised on the menu and only available on a pre-order basis. 

A coalition of environmental and rights groups has expressed its strong opposition to the 

proposed construction of Kaliwa Dam, saying the China-funded project would put people’s 

lives at risk, destroy the biodiversity in the area and tie the country to an ‘onerous’ loan. 
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c. Social media 

1. Flickr 

As outlined in the methods described above, we queried the Flickr API for posts matching the 

keywords related to the list of target species. Using this method, we obtained a total of 75,800 

(55,225 after removing duplicates) Flickr posts. Figure 18 shows the bar chart of the count of 

Flickr posts retrieved by searching for each of the search terms. We identified at least one web 

page for each of the 149 species that matched the search criteria.  The following species did not 

return any match: Varanus dalubhasa, Grammatophyllum ravanii, Nepenthes cornuta, Nepenthes 

pantaronensis, Nepenthes talaandig, Nepenthes saranganiensis, Nepenthes viridis, Collocalia 

spp.. 
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a) All Flickr posts 

 

b) High relevance category 

Figure 18. Number of posts for each species in the retrieved Flickr data a) All Flickr posts. b) 

High relevance category 

 

Overall, 62.5% of the Flickr posts identified pertained to animal species, whereas 37.5% 

mentioned plant species (Figure 19). The proportion ratio is roughly 2:1. Eretmochelys imbricata 

(Hawksbill sea turtle), Crocodylus porosus (Saltwater crocodile), Lepidochelys olivacea (Olive 

ridley sea turtle) and Rusa marianna (Philippine deer) are some of the species with the most 

number of posts for Flickr.  
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a) All Flickr posts.  

 

b) High relevance category 

 

Figure 19. Proportion of Flickr posts identified pertain to animal species and plant species; a) All 

Flickr posts. b) High relevance category 

The filtering algorithm yielded ~2% posts with high relevance (>0.5) totaling 1,050 Flickr posts 

(see Figure 20). Table 5 shows the proportion of the true positive web pages found by manually 

curating Flickr results pertaining to the online trade of target species from each relevance category 

of the filtering algorithm. It is estimated that ~4% of the high relevance category and another 4% 

of the category featuring only relevant search terms (0 < Relevance Score < 0.5) include posts that 

pertain to online trade of target species. 
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Figure 20. Proportion of relevance categories of Flickr posts labelled by the filtering algorithm 

relative to the total of 55,225 posts 

 

 

 

Table 5. Proportion of the positive posts found by manually curating Flickr posts pertaining to 

the online trade of target species from each relevance category of the filtering algorithm 

Relevance Category Proportion of the positive web pages 

High relevance (>0.5) 4% 

Names only (=0.5) 0% 
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Search terms & without names (<0.5) 4% 

Low relevance (=0) 0% 

 

In Table 6, we outline a few instances of relevant Flickr content (users’ and other personal 

information is blurred to comply with data privacy concerns). Flickr information could be used, 

for example, to identify regions where the target species are kept in captivity in order to develop 

targeted campaigns for behavioral change. 

 

 

 

 

 

 

 

 

 

 

 

Table 6. List of few instances of Flickr content pertaining to the online trade of target species 

included in the dataset. 

 

Agarwood 

 



41 

 

 

 

 

 

 

Phalaenopsis schilleriana 
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baboy damo 
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Naja samarensis 
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Nepenthes alata 
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Agarwood 

 

 

2. Twitter 

 Twitter was searched using a scraping algorithm for posts matching the keywords related to 

the list of target species provided to us. Using this method, we obtained a total of 814,248 (794,784 

after removing duplicates) posts. Figure 21 shows the count of Twitter posts retrieved by searching 

for each of the search terms. We identified at least one post for each of the 151 species that matched 

the search criteria. The distribution of the data is significantly skewed, which can be potentially 

due to the fact that there are more local and English names provided as part of the list of threatened 

species for animals in comparison to plants. 
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a) All Twitter posts 
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b) High relevance category 

Figure 21.  Number of posts for each species in the retrieved Twitter data; a) All Twitter posts. b) 

High relevance category 

 

83.9% of the Twitter posts identified pertained to animal species, whereas 16.1% mention plant 

species (Figure 22). The proportion ratio is roughly 5:1.  Gallicolumba platenae (Mindoro 

bleeding-heart), Eretmochelys imbricata (Hawksbill sea turtle), Dermochelys coriacea 

(Leatherback sea turtle) and Chelonia mydas (Green sea turtle) have been found containing the 

most number of posts for Twitter.   
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a) All Twitter posts 

 

b) High relevance category 

Figure 22. Proportion of Twitter posts identified pertain to animal species and plant species; a) 

All Twitter posts. b) High relevance category 

The filtering algorithm resulted in about 1% posts with high relevance (>0.5) totaling 5,587 

Twitter posts (see Figure 23). As previously shown, Table 7 shows the proportion of true positive 

webpages found by manually curating Twitter results. Around ~8% of the high relevance category 

includes posts that pertain to online trade of target species. 
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Figure 23. Proportion of relevance categories of Twitter posts labelled by the filtering algorithm 

relative to the total of 794,784  posts 

 

 

Table 7. Proportion of the positive posts found by manually curating Twitter posts pertaining to 

the online trade of target species from each relevance category of the filtering algorithm 

Relevance Category Proportion of the positive web pages 

High relevance (>0.5) 8% 

Names only (=0.5) 0% 
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Search terms & without names (<0.5) 0% 

Low relevance (=0) 0% 

  

 

 

 

Next, in Table 8 we show the example of posts that are relevant Twitter data.   
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Table 8. List of few instances of relevant Twitter content. 

Saltwater crocodile 
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Philippine tarsier 

 

Siebenrockiella leytensis 

 

balinsasayaw 
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aquilaria malaccensis 

 

Agarwood 
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3. YouTube 

YouTube has been searched using a scraping algorithm for posts matching the keywords related 

to the list of target species provided to us. We obtained a total of 101,894 (95,185 after removing 

duplicates) posts. Figure 24 shows the count of YouTube posts retrieved by searching for each of 

the search terms. 151 species matched the search criteria.  

Overall, 69.8% of the YouTube posts identified pertained to animal species, whereas 30.2% 

mentioned plant species (Figure 25). The proportion ratio is roughly 2:1.

 

a) All YouTube posts  
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b) High relevant category 

Figure 24.  Number of posts for each species in the retrieved YouTube data; a) All YouTube 

posts. b) High relevant category 

 

The largest number of YouTube posts were recorded for Chelonia mydas (Green sea turtle), 

Lepidochelys olivacea (Olive ridley turtle), Aquilaria malaccensis (Agarwood) and Dermochelys 

coriacea (Leatherback sea turtle). 
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a) All YouTube posts 

 

b) High relevance category 

Figure 25. Proportion of YouTube posts identified pertain to animal species and plant species; a) 

All YouTube posts. b) high relevance category 

There were 0.3% posts with high relevance (>0.5) totaling 320 YouTube posts (see Figure 26). 

Table 9 shows that an estimated ~32% of the high relevance category includes posts that are true 

positive and thus pertain to online trade of target species. 
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Figure 26. Proportion of relevance categories of YouTube posts labelled by the filtering 

algorithm relative to the total of 95,185 posts 

 

 

 

 

Table 9. Proportion of the positive posts found by manually curating YouTube posts pertaining 

to the online trade of target species from each relevance category of the filtering algorithm 

Relevance Category Proportion of the positive web pages 

High relevance (>0.5) 32% 
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Names only (=0.5) 4% 

Search terms & without names (<0.5) 8% 

Low relevance (=0) 0% 

 

Table 10 lists some examples of Youtube relevant content. 

 

Table 10. List of few instances of YouTube  

 

 

 

Hill Myna 
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Crocodile Skink 

 

strongylodon macrobotrys 
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Nicobar Pigeon 
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4. TikTok 

Similar to the above-mentioned platforms,  TikTok was scraped for posts matching the 

keywords related to the list of target species. A total of 317,658 (276,168 after removing 

duplicates) posts were collected. Figure 27 shows the count of TikTok posts retrieved by searching 

for each of the search terms. 158 species (including the added ‘#exoticpets’ search term) matched 

the search criteria. Overall, 73.2% of the TikTok posts identified pertained to animal species 

whereas 26.8% mentioned plant species (Figure 28). The proportion ratio is roughly 3:1. 
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a) All TikTok posts 
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b) High relevance category 

Figure 27.  Number of posts for each species in the retrieved TikTok data; a) All TikTok posts. 

b) High relevance category 
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 a) All TikTok posts 

 

b) High relevance category 

Figure 28. Proportion of TikTok posts identified pertaining to animal species and plant species; 

a) All TikTok posts. b) High relevance category 

 

TikTok differed from the rest of the platforms in terms of the top species for which posts were 

found. The top species were Anas luzonica (Philippine Duck), Rusa marianna (Philippine deer), 

Prioniturus discurus (Blue-crowned racket-tail) and Tarsius syrichta (Philippine tarsier). 

https://en.wikipedia.org/wiki/Philippine_tarsier
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For TikTok, 0.4% posts were assigned high relevance (>0.5) totaling 1,214 TikTok posts (see 

Figure 29).  Around 4% (Table 11) of the high relevance category are true positive and thus include 

posts that pertain to online trade of target species. 

 

Figure 29. Proportion of relevance categories of TikTok posts labelled by the filtering algorithm 

relative to the total of 276,168 posts 

 

 

 

 

 

Table 11. Proportion of the positive posts found by manually curating TikTok posts pertaining to 

the online trade of target species from each relevance category of the filtering algorithm. 

Relevance Category Proportion of the positive web pages 
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High relevance (>0.5) 4% 

Names only (=0.5) 0% 

Search terms & without names (<0.5) 0% 

Low relevance (=0) 0% 

 

We outline a few instances of relevant content in Table 12 (users’ and other personal 

information is blurred to comply with data privacy concerns).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 12. List of few instances of YouTube content pertaining to bird species kept in captivity. 
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Agarwood 
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Agarwood 
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Alocasia zebrina 

 

 

d) Comparison of results  

Table 13 and Figure 30 show the detailed count and proportions of the scraped results for each 

platform and the count and proportions of posts for each filtering category. The method yielded 

the highest results for Twitter (see Figure 31). However, the highest posts count for the high 

relevance category (Score > 0.5) was with the Google search results which contained ~92% of 

posts labelled highly relevant across all platforms. 
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Table 13. Total count of results for each platform with the filtering algorithm labelling categories 

Platform Scraping 

Hits 

Duplicates 

removed 

Score > 

0.5 

Score = 

0.5 

0 < Score 

< 0.5 

Score = 

0 

Google 429,460 253,940 97,773 24,600 108,997 22,570 

Flickr 75,800 55,225 1,050 46,560 732 6,883 

Twitter 814,248 794,784 5,587 518,944 1,875 268,378 

YouTube 101,894 95,185 320 32,144 1,170 61,551 

TikTok 317,658 276,168 1,214 158,801 1,358 114,795 

Total 1,739,060 1,475,302 105,944 781,049 114,132 474,177 
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a) Bar graph showing total counts of scraped posts 

 

b) Stacked bar graph showing proportion of each relevance score category 

Figure 30. Total count of scraped links of each platform after removing the duplicates. a)  Bar 

graph showing total counts of scraped links; b) Stacked bar graph showing proportion of each 

relevance score category 
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Figure 31. Pie chart showing the proportion of each platform’s count relative to the total count of 

results of all platforms 

 

In order to give more weight on the average to platforms that have a higher number of hits in 

comparison to other platforms with a lower number of hits, a weighted average was used. A normal 

average of percentages will treat all the parts equally. But in our data, some percentages represent 

platforms that have considerably higher numbers of posts like Google in comparison to the other 

platforms. Thus, the weighted average was estimated by taking into consideration the relative size 

of the total posts of each category relative to the total posts of all platforms. By doing so, the 

weighted average of the manually curated positives from the high relevance category is similar 

(17%) to the manually curated positive percentage of Google platform (18%) since Google alone 

comprises 92% of the highly relevant category’s posts from the total of all platforms posts in this 

category. We can observe from Table 14 that the highly relevant category has a weighted average 

of ~17% suggesting that the expected positive posts pertaining to online trading is ~18,000 posts, 

limited to only the highly relevant category. If all score categories are combined, the positive hits 

pertaining to wildlife trade posts can be estimated to be 3.2% (23,000). 
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Table 14. Proportion of the positive posts found by manually curated posts pertaining to the 

online trade of target species from each relevance category of the filtering algorithm 

 Score > 0.5 Score = 0.5 0 < Score 

< 0.5 

Score = 0 Total hits 

Google  18% 0% 3% 0% 253,940 

Flickr  4% 0% 4% 0% 55,225 

Twitter 8% 0% 0% 0% 794,784 

YouTube 32% 4% 8% 0% 95,185 

TikTok 4% 0% 0% 0% 276,168 

Weighted 

Average 

17.2% 0.2% 3.0% 0.0%  

 

The strength of the filtering algorithm to correctly identify true positive posts can be observed 

from Figure 32 where the positive posts found by the manually curating process are mainly 

aggregated by the filtering algorithm in the highly relevant categories (Score > 0.5). Most other 

categories have significantly less positive posts which means that the filtering algorithm was fairly 

successful in detecting positive posts and aggregating them in higher relevant categories. 
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Figure 32. Proportion of the true positive posts found by manually curated of each platform’s 

posts pertaining to the online trade of target species from each relevance category of the filtering 

algorithm relative to the total posts of each platform 
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Figure 33 shows the expected count of positive posts with the proportion of the relevance 

categories if a manually curating process is carried out for each relevance category of the filtering 

algorithm. This was estimated from our randomly selected manually curation method for each 

category in each platform. Google platform had the largest portion of expected positive findings 

since the filtering algorithm labelled ~92% of the highly relevant posts from Google alone. 

 

 

Figure 33. The expected count of positive posts with the proportion of the relevance categories if 

a manually curating process is carried out for each relevance category of the filtering algorithm. 

 

 

e) Dark Web 

Table 15 shows snapshot examples for the search engines and wikis located in the dark web, which 

shows a sample of the lack of wildlife trade posts not even for a common species name like 

‘Hawksbill turtle’. Most items for sale observed on the dark web were the typical highly illegal 
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items such as drugs and arms.. The most likely speculation on the reason for the dark web lacking 

wildlife trade posts is the weak enforcement against illegal wildlife trade on the surface web. In 

addition, the technical difficulties required to setup software for accessing the dark web for both 

the seller and buyer, makes it even more rare.  Our findings are consistent with previous studies 

that reported a negligible level of activity of illegal wildlife trade on the dark web (Harrison et al., 

2016). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 15. Snapshot examples for the attempted search engines and wikis 

Website Name Snapshot 
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Hidden Wiki 
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The Hidden Wiki 

 

Deep Search 
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Empire Market 
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DarkSearch 

 

Haystack 
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Opening the above link shows ‘Hawksbill Station’ which is not 

relevant: 
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 AHMIA search 

engine 
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GuanXi search 

 

 

IV. Analysis 

The total posts of all social platforms and Google search results combined after removing 

duplicates has been analyzed with a total of 1,739,060 posts (1,475,302 after removing duplicates). 

Figure 34 shows the count of all posts retrieved by searching for each of the search terms and the 

30 most common species in the posts are demonstrated.  

Overall, 78.5% of the posts identified pertained to animal species whereas 21.5% mentioned 

plant species (Figure 35). The proportion ratio is roughly 4:1. 
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 Figure 34. Number of posts for each species in the retrieved data of Google and all social 

platforms combined 
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Figure 35.  Proportion of the posts identified pertain to animal species and plant species of 

Google and all social platforms combined 

 

Figures 36 and 37 show the number of highly relevant category posts only for each species in the 

retrieved data of Google and all social platforms combined and the proportion of the highly 

relevant posts identified pertaining to animal species and plant species, respectively. Overall, 

74.8% of the posts identified pertain to animal species whereas 25.2% mention plant species. The 

proportion ratio is roughly 3:1 which is slightly different from the ratio of all the posts (Figure 35), 

suggesting that the interest for online trade is a bit more with the plant species, potentially due to 

the easier logistics and transfer with online trade of such species in comparison to the animal 

species. Eretmochelys imbricata (hawksbill sea turtle), Chelonia mydas (green sea turtle), 

Lepidochelys olivacea (olive ridley sea turtle), Prioniturus discurus (blue-crowned racket-tail) and 

Tarsius syrichta (Philippine tarsier) were among some of the top species.  
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 Figure 36. Number of highly relevant category posts only for each species in the retrieved data 

of Google and all social platforms combined 

 

 



88 

 

 

 

Figure 37.  Proportion of the highly relevant posts identified pertain to animal species and plant 

species of Google and all social platforms combined 

 

Figure 38 and Figure 39 show maps and heat maps of geotagged social media posts. Similarly, 

Figure 40 and Figure 41 show map and heat map for the Philippines area respectively. The 

Philippines-located posts are shown in red (7081 data points), while the rest of the world is in 

green (11005 data points). A sub-sample of only high relevance categories was also plotted, where 

53 Philippines data points were plotted and 206 for other countries in the world. Future analyses 

can investigate spatial and spatio-temporal connections among these points. Spatio-temporal 

analyses have the potential to investigate the possible trade routes for the species. Some species 

(or close subspecies) may have wide ranges globally (or be bred in captivity).It is of particular 
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conservation interest when species endemic to the Philippines are mentioned in a sales context 

outside their geographical range. However, it is important to highlight that the locations may be 

falsely reported or are missing for many web pages and posts that were collected, therefore 

reducing the potential for carrying out thorough spatial analyses on the trade routes. Hence, it 

would be better to summarize results at the country level. 
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Figure 38. Map plots of combined social media posts that include geotagged information. The 

Philippines-located posts are shown in red data points, while the data points for the rest of the 

world are in green. The upper image represents all data points that include geotagged information 

(Philippines: 7081 data points; World: 11005 data points), while the lower image shows the highly 

relevant data points only (Philippines: 53 data points; World: 206 data points).   
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Figure 39. Heat Map plots of combined social media posts that include geotagged information. 

Areas in dark red show a high density of posts.   
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Figure 40. Zoomed-in map plot for the Philippines area of social media posts that includes 

geotagged information shown in red data points.  
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Figure 41. Zoomed-in Heat Map plot for the Philippines area of social media posts that includes 

geotagged information shown in red data points.  

V. Conclusions 

In this final report, we presented the results on the data collected from the Google Search API, 

online news, and social media platforms. We shared the final statistics of all digital platforms as 

part of the final report. Results obtained from Google searches are particularly promising as they 

allow identifying webpages, social media groups, and digital markets where the target species are 

mentioned and potentially traded. This is interesting in the context of potentially identifying social 

media posts without needing access to the platforms’ APIs. The Google search results even 

covered other major ecommerce platforms. There is still bias and noise in the data due to the fact 

that (i) developing and/or adjusting tools for data mining and scraping takes time (and the duration 

of the project was very limited for these tasks); (ii) it is important not to discard data that have 

importance in terms of informing conservation decision-making (e.g. online news on seizures and 

confiscations can be used to monitor the impact of trade on target species); (iii) data filtering is 

challenging in the context of a project focusing on species still poorly known in digital 
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conservation; (iv) some local names may be used for more than one species; and (v) we cannot 

access data from some social media platforms (e.g. Facebook because of the Terms of Use and 

closed API) that are known from manual searches to host trade in the target species. By following 

the same methodologies developed here, relevant stakeholders can collect more data and especially 

refine filtering for relevance based on more keywords in multiple languages and even use manual 

classification as the data have already been pre-filtered. Manual filtering goes beyond the scope of 

this project, but is necessary for further refinement of the work.  

From the collected data, we can see that there is a particular focus on a set of species and on 

animals over plants possibly due to the lack of information on plant species’ common names. 

While the focus on animals over plants is not surprising, it is important to understand why some 

of these species are more popular than others and validate the results against other data 

independently collected from this project, especially data from surveys and confiscation and 

seizure data. The filtering algorithm could significantly reduce the time needed for the final step 

of manually curating the true positive posts. From a total of 1,739,060 scraped posts and webpages, 

105,944 posts were filtered as highly relevant, reducing the number of posts by slightly over 16 

times, thus significantly reducing the time and effort involved to otherwise check the relevant posts 

manually. This is the major innovation of this project in the sense that the proposed methods can 

be used to time and cost efficiently identify content for further manual classifications. Combined 

with local expertise on identifying relevant content, the proposed methods can be enhanced in the 

future to become more efficient.  

The research project was carried out following the EU General Data Protection Regulation 

(GDPR) and abiding to the terms and conditions of the platforms. Therefore, the shared database 

has been processed to anonymize information that can identify the poster or the writer of the 

webpage. It is also important to highlight that the lack of precise post location in the database 

combined with uncertainty over the actual location of the posts (e.g. by providing the wrong 

location on purpose) limits the potential of using the database for in-depth spatial and spatio-

temporal analyses.  

The algorithms have been tuned to the English language due to wide coverage of English 

globally, which helps identify the possible links to international trade. However, the algorithms 

can be adapted to different languages without having to write new scripts from scratch. The spaCy 
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library used for natural language processing, e.g. has support for more than 20 languages including 

Chinese. Similarly, another library NLTK can be adapted to use multiple languages. It is necessary 

to build a target list of keywords in the specific language of interest and care must be taken to 

identify noisy results as languages share words having different meanings and often the meaning 

of a word is context dependent.  

The database that has been created will provide important insights on the trade and 

conservation of the target species. Based on preliminary results, classified ads platforms appear as 

an interesting source of information when investigating the trade in wildlife on digital platforms, 

especially in the Southeast Asian region (Fink et al., 2021). The methods also allowed identifying 

content from Facebook and Instagram, which are of interest to law enforcers, via Google search 

results. 

VI. Final Workshop 

 A practical 3-day workshop was conducted on September 27-29, 2021, to transfer 

knowledge and demonstrate the methods and outcome of the research work. A general overview 

webinar of the work and the results was presented on the first day where the methods and results 

were discussed thoroughly, followed by highlighting the implications of this project for wildlife 

conservation in the Philippines. In the subsequent two days, a hands-on application of the developed 

methods was presented with a step-by-step walkthrough to execute all the developed programs and 

scripts. The scripts allow users to collect and analyse data as described in the report. Members of the 

audience with the necessary coding skills were able to follow the guide and successfully execute the 

scripts. Finally, an explanation of the dashboard has been presented at the end of the third-day webinar 

by the national consultant. 

 More than one hundred and fifty participants from several organizations in the Philippines  

participated in all webinar sessions. The audience was affiliated with several organizations that are 

involved in the research and applications of online methods to combat wildlife trade in the Philippines 

along with law enforcement agencies. A full list of participants is available from DENR-BMB.  

 At the end of the workshop, the audience was asked to fill a survey for comments and 

suggestions. Majority of the audience was satisfied with the workshop, but some highlighted that in a 

post-covid-19 scenario they would prefer a face-to-face workshop. Part of the audience lacking the 

necessary coding background faced difficulty in following the technical part of the workshop. In future 

https://www.zotero.org/google-docs/?B0P2Ym
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such activities, it will be important to further filter the potential audience for such workshops. Other 

minor feedback on font size for the slides, etc. was also provided. All video recordings and tutorial 

handouts were made available to all participants for future use. In this way, even the audience with less 

technical and coding skills can repeat and understand the hands-on tutorial at a later stage. 

VII. Recommendations 

Our main recommendation is that data collection and further refinement of the algorithms 

should continue beyond the duration of this project in order to achieve enhanced filtering and 

performance in the classification. Short project duration combined with the complexity of adapting 

methods to several digital platforms have allowed to create a database that requires further 

improvements. Should funding be available, it is important for such in-depth analysis using 

machine learning and natural language processing to continue for longer in the future. 

Our suggestion for future work is to label the highly relevant posts and webpages manually 

to aggregate ground-truth labeled posts (relevant/not relevant) without noise. This can be done 

using platforms for freelancers such as Amazon Turk or Upwork. The labeling can be either for 

all the highly relevant automatically filtered posts that are provided with our database or only a 

portion of them until it can provide sufficient labeled training data for the natural language 

processing machine learning model. Then, using the ground truth labeled posts and webpages to 

train natural language processing machine learning models to extract locations, dates, and prices 

from all relevant content as it was done for online news. 

By such information extraction, this database with the natural language processing methods 

can be used for assessing potential trade routes (i.e. by creating links between geotagged locations 

and to identify where exactly outside of the Philippines the targeted species are found on digital 

platforms), the quantities involved, reported prices, etc. For posts that have no location info, the 

quantities, prices, etc. can be aggregated in a table to study e.g. the potential price range 

distribution for that species. 

In the long-term, the database could also be used to monitor how digital trade in the species 

varies over time by repeating the scraping process of all platforms every few months and extracting 

the above information with the trained natural language processing models. The subsequent 

scraping trials will be easier since no machine learning training is needed nor manual labeling is 
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required since the already trained model can be reused by comparing and contrasting the relevant 

posts of each subsequent scraping can then be performed in order to extract only changed or new 

posts. Highlighting the extracted information on each subsequent scraping snapshot will provide 

an insight into the dynamic changes in that species in terms of new locations and prices. 

The developed code can be used in the future to search for search terms in other languages 

besides English and Filipino and it will allow the use of special characters such as Chinese 

characters and Roman letters. The code can be further modified to capture data from Chinese 

platforms such as Baidu, and Weibo, however, this will require additional research time and effort. 

Terms of Use of the platforms and relevant data privacy regulations should be respected at all 

times.  

In addition to its potential use for law enforcement, the technology may also be used in 

assessing the availability and quality of wildlife trade-related information on the web, as well as 

the public’s awareness and engagement. Therefore, this information might be useful for 

information, education, and communication campaigns. 

Future refinement of the database and collection of more data can then be used for real-

time spatio-temporal analysis, content analysis and network analysis that would allow to assess 

quantities and patterns in data and obtain results that can be used to better inform conservation 

decision-making. Finally, we strongly reiterate the importance of strictly following the Terms of 

Use of each digital platform and to carefully consider data privacy regulations and other important 

ethical considerations in research. 
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