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KEY POINTS 
• There is broad concern 

among regulators and banks 
that the examination process 
of trade finance departments 
could be better aligned 
with the expectations of 
regulators.

• This paper seeks to 
enhance the examination 
process by providing a 
better understanding of 
trade finance and how 
these departments work in 
commercial banks.

• Dissemination of this paper 
can advance alignment in 
examination practices and 
standards across jurisdictions.

• Enhanced and better-
targeted examinations can 
help close the trade finance 
gap and improve controls and 
compliance in trade finance.
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OBJECTIVE

This paper provides a guideline for examiners of commercial banks’ trade finance 
businesses. It is informed by experiences from bank regulators and commercial banks. 

Demand for this paper came from a meeting convened by the Asian Development Bank 
(ADB) in March 2019 to advance the resolution of issues associated with anti-money 
laundering (AML) and counter-financing of terrorism (CFT) regulations. This meeting 
had two objectives: to address unintended consequences contributing to market gaps 
in trade finance, and to prevent criminals from using the financial system. Participants 
in this meeting included several regulators, financial intelligence units, the Wolfsberg 
Group, Financial Stability Board, commercial banks, International Chamber of 
Commerce, Bankers Association for Finance and Trade, International Monetary Fund, 
and the World Trade Organization.

Several participants identified shortcomings in the examination process as an issue that, 
if resolved, could contribute to closing market gaps, promote a shared understanding of 
the financial crime risks of trade, while strengthening the fight against crime. This paper 
aims to address these shortcomings by providing a guideline to an effective examination 
process (by a bank and/or AML-CFT regulator) as it relates to a commercial bank’s 
trade finance businesses. 
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UNDERSTAND THE CONTEXT: TRADE + 
GLOBAL SUPPLY CHAINS

The financing of international trade is a unique business. It enables  
trillions in trade each year and is critical in the overall trade 
ecosystem. It includes traditional mechanisms like documentary 
letters of credit and documentary collections, as well as a range of 
supply chain finance (SCF) techniques. These apply in bilateral 
trading relationships between buyer and supplier, or across a 
transaction life cycle, from pre-to post-shipment. Global supply 
chains can involve a multinational buyer with up to thousands of 
suppliers around the world.

For simplicity, the term “trade finance” was used to capture 
all variations, focusing on financing that is bank- or financier-
intermediated, as opposed to that which takes place on a 
company–to–company basis. 

The Financial Action Task Force defines trade-based money 
laundering as “the process of disguising the proceeds of crime and 
moving value through the use of trade transactions in an attempt 
to legitimize their illicit origin.”

Trade finance has important touchpoints across a bank, including 
• credit, • correspondent banking,
• financial and nonfinancial risk, • foreign exchange, and 
• regulation and compliance, • operations.
• relationship management,

Figure 2: Key Touchpoints in Trade Finance
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A typical trade finance department may involve multiple reporting 
lines, for example, into corporate or investment banking, global 
operations; or for SCF, into bank affiliates that are separate legal 
entities. 

At the transaction level, trade finance can become relevant at the 
earliest stages of contract negotiations and can remain part of 
a transaction even after shipment is completed, since financing 
can be included in an export sales proposal or be provided to the 
exporter prior to production of the goods. It can also be available 
post-shipment to an importer.

Effective examinations take into account the full spectrum of 
financing activity from pre-shipment to post-settlement, involving 
importer, exporter, and (as the case may be) a financial institution 
as a borrower. For payables finance and SCF programs, the 
community of suppliers invited to participate in such programs 
should be considered. 

Points of interaction or touchpoints within a trade finance 
business—from front-line relationship managers to operations staff 
and external partners like other commercial banks, export credit 
agencies, and multilateral development banks—are critical. AML/
CFT screening activities in trade finance exist in a wider context of 
bank-level compliance and sanctions screening, from relationship 
level know-your-client that is, customer due diligence activities, 
to payment-related compliance checks (including transaction 
monitoring obligations). 

Each of these touchpoints may involve important decision points, 
activities that require appropriate controls, and authorizations or 
approvals where an examination may uncover opportunities for 
improvement. Does a financial institution have adequately tiered 
transaction structuring and approval limits based on staff seniority in 
operations? Are there appropriate verification protocols in place that 
allow for data entry followed by secondary, more senior review? 

Trade finance also operates within a policy and compliance 
context. This will include expectations that a bank identify, assess, 
mitigate, and manage all AML/CFT risks. 

ORGANIZE THE EXAMINATION: 
OVERSIGHT + CODESIGN

• Understand the product mix and markets where trade is offered, 
as that drives the risk profiles and should influence the scope of 
the exam.

• Discuss and identify exceptions with the bank where its normal 
risk management process may not be applicable.

• Outline the parameters and objectives of the examination.

• Determine and communicate data and systems access 
requirements.

• Ensure the bank provides a senior domain expert as a resource 
for the examiner.

• Plan progress checkpoints and updates with senior executives.

• Define escalation options, such as providing a pathway for the 
bank to raise issues of concern.

• Review results with line-of-business stakeholders, explore 
mitigation options for areas of concern.

Consider what data or insights a bank might have access to in the 
context of global supply chains, as well as data that banks do not 
typically have access to, and thus should not be expected to utilize 
or provide.

Leverage industry and domain knowledge or resources—consider 
referencing terminologies, definitions, or other modes of 
understanding that will avoid misunderstandings and help clearly 
communicate requirements, such as the following trade-based 
money laundering typologies of the Bankers Association for 
Finance and Trade (BAFT)1:

• Over or under invoicing. This involves misrepresenting the 
price of the goods.

• Multiple invoicing. This means invoicing one shipment several 
times.

Box 1: Planning an Exam–Broad Framework

(i) Determine the purpose of the visit. Review materials on the 
financial institution, including any reports or materials arising 
from previous examinations. Identify gaps in documents and 
materials.

(ii) Place a call to the financial institution as part of preliminary 
engagement advising of the examination.

(iii) Provide follow-up correspondence: confirm phone call with 
proposed dates for on-site visit, identify officers to be in 
attendance, specify the focus of the examination.

(iv) Conduct desktop preparation and research before the on-
site visit. Submit request for relevant documents for desktop 
review prior to on-site examination (i.e., ensure that there is 
sufficient preparation for the examination).

(v) Conduct formal on-site examination.

(vi) Review and prepare a detailed report of findings and 
recommendations.

(vii) Provide oral and written feedback to the financial institution, 
including recommendations and time frames for remedial 
action and to address any gaps.

1 Bankers Association for Finance and Trade. 2017. Combating TBML: Rethinking the Approach. Washington, DC.
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• Short or over shipping. This involves shipping more or less 
goods than invoiced.

• Obfuscation. This has to do with shipping something other 
than what is invoiced.

• Phantom shipping. This means not shipping anything at all and 
fabricating false invoices.

OPERATING MODELS:  
STRUCTURES + ISSUES

Trade finance businesses are often part of transaction banking 
and will typically have an operations unit where documents are 
verified, and payments are triggered and processed. These units 
frequently report to a central operations function as opposed to the 
line-of-business executive. 

Middle office product development and management functions 
are key, and typically where the more senior technical expertise 
resides. Front office or relationship and/or account managers 
may be domestic bankers with limited technical expertise in trade 
finance. 

Operations units may be organized by product or customer 
groups, and typically have data entry and transaction release 
authorizations in line with seniority. Smaller centers tend to 
develop staff that are proficient across products, where larger 
operations sites can take a siloed, subproduct approach, with a 
team member focusing, for example, on issuing import letters of 
credit.

Keep in mind:

• Credit risk in trade finance is 
relatively low.

• Even with contingent liabilities 
and risks like letters of credit, 
collateral or security is key and 
worth examining.

• Fraud is infrequent but can 
involve large exposures.

• The front–middle–back office 
linkages are important in trade 
finance. Check for appropriate 
interactions.

• Operational risk—mistakes 
or interbank disputes—can 
create serious risk and requires 
mitigation measures.

• Traditional trade finance is 
process and paper-intensive; 
SCF is typically platform 
enabled. Adjust your lens 
accordingly.

Think “risk-based and intelligence-led” when considering the 
focus of your examination

COMPLIANCE: PROCESSES + TOOLS

There is an imperative for risk and compliance functions within 
banks to appreciate the characteristics of the trade finance 
business to achieve the important “healthy tension” between 
effective compliance and the ability to pursue legitimate business 
opportunities.

The same is true for external parties like regulators and examiners: 
it is critical to possess an informed view of the character of trade 
finance, its credit, operational, and fraud risk profiles, and the 
various key touchpoints and processes that merit attention from a 
compliance point of view.

The ADB Trade Finance Scorecard: Regulation and Market Feedback2 
identifies a series of AML/CFT-related issues and challenges from 
an industry and regulator perspective, and is worth reviewing in 
preparation for a trade finance/SCF examination: 

• Trade banks remain unclear about inconsistently communicated 
expectations and standards applied to non-customer and 
third-party due diligence.3

• They may exhibit “overcompliance” behavior to avoid 
unintentionally breaching regulatory guidance and requirements, 
thus the significant market, bank, and client-level de-risking that 
has been observed since the global financial crisis.

• Technology solutions aimed at supporting compliance functions 
are evolving, but banks still use manual intervention and reviews 
of spreadsheets in their screening activities.

• Machine learning and artificial intelligence are becoming viable, 
and industry know-your-client utilities such as that provided by 
Society for Worldwide Interbank Financial Telecommunication 
(SWIFT) have been implemented.

Examinations that lead to enhanced clarity on regulatory 
expectations, provide guidance on concrete steps to be taken, 
and are outcome-focused, will be welcomed by bank compliance 
units and the trade finance business units. 

Effective practices in bank examinations include an assessment 
of the effectiveness of the AML/CFT tool kit  used by a financial 
institution to combat and disrupt money laundering and terrorism 
financing. This should include a discussion of various factors, 
including the application, understanding, and effectiveness of the 
assessment processes and practices, risk management policies, and 
a review of the parameters that guide the institution’s “risk-based 
approach” including whatever indicators are used to assess risk 
under such an approach. 

2 S. Beck and A. Malaket. 2018. Trade Finance Scorecard: Regulation and Market Feedback. Manila: Asian Development Bank.  
https://www.adb.org/publications/trade-finance-scorecard.

3 The Wolfsberg Group, International Chamber of Commerce, and BAFT. 2019. Trade Finance Principles: 2019 Amendment. https://www.wolfsberg-principles.com/
sites/default/files/wb/Trade%20Finance%20Principles%202019.pdf.



Effective Practices in Trade Finance Examinations

5

Box 2: Illustrative Best Practices—Countering Trade-Based Money Laundering

(i) The risk assessment should consider both qualitative and 
quantitative factors. A qualitative assessment should help a 
bank ascertain whether a bank has implemented sufficient 
controls to address its regulatory obligations and manage 
the inherent risk in its trade finance business. Quantitative 
assessment should assist the bank in determining its 
inherent risk within the trade finance business.  
Non-exhaustive examples are provided [...] in 
Section 2.1(ix) on data or information the bank may use to 
measure its inherent risk in a quantitative manner.

(ii) The risk assessment should consider the following risk 
components, where relevant to trade finance:
(a) governance and oversight,
(b) KYC and CDD,

(c) ongoing monitoring,
(d) name and sanctions screening,
(e) suspicious transactions reporting (“STR”),
(f) record keeping and data management,
(g) staff training, and
(h) feedback from independent reviews and from 

regulators.

(iii) For each of the areas appended [...] in Section 2.l(v), the risk 
assessment should address the following elements:
(a) inherent risk,
(b) mitigating controls, and
(c) residual risk.

KYC = know-your-client, CDD = customer due diligence.

Source: An excerpt from Monetary Authority of Singapore. 2018. Best Practices for Countering Trade Based Money Laundering.

A bank examination should review written policies and process 
documentation, ensuring that all AML/CFT compliance activities 
are appropriate and in proportion with the size and scope of a trade 
business, are updated at regular intervals to reflect changes in the 
risk profile, and are appropriately overseen by senior executives. 
Examination should also consider feedback and comments arising 
from regular independent reviews of the AML/CFT policies, risk 
assessment, and procedures by internal or external auditors.

Components of a bank examination can include

• employee due diligence;

• transaction monitoring and due diligence,

• customer due diligence;

• risk identification, reporting, and management including 
appropriate use of Suspicious Activity Reports (SARs) and their 
variants; and

• adequacy of internal and external technology and tools used in 
AML/CFT activity.

Keep in mind:

• How effectively compliance units 
and trade finance groups interact.

• What attitudes you 
encounter in the business, 
about the importance of 
compliance.

• What levels of automation exist 
to support compliance functions.

• The potential for a 
collaborative approach to 
the examination.

• How well the bank handles false 
positives.

Look for knowledge-sharing between trade and compliance units

TECHNOLOGY, REPORTING + ANALYTICS

Trade finance units typically employ specialized technology 
solutions—sometimes designed and developed in-house, often 
purchased from vendors and customized—to handle traditional 
trade transactions. These typically interface with client portals or 
access software, core banking systems, and external systems like 
SWIFT and others.

Technology setup and implementation is usually robust and aligns 
well with bank policy, but occasionally, system parameters may 
not be set correctly and users may misinterpret a data field and 
populate it incorrectly, with downstream impacts often not visible 
to the source of the initial data. When entering a standby letter 
of credit or guarantee for example, does the operator correctly 
categorize it as a financial or nonfinancial obligation? This has 
implications for capital held in reserve against that transaction and 
may have implications for monitoring related to AML risk.

Reporting can be sophisticated and detailed; the degree to which 
reports and related analytics are leveraged will vary significantly 
between banks and even between different teams in the same bank.

SCF, like traditional trade finance, can involve the use of 
technology and platforms. Payables finance, for example, involves 
the use of a platform where suppliers upload invoices and where 
such invoices are accepted by the buyer and made available for 
potential financing. 

Trade finance technology today involves sophisticated workflow 
tracking and management dashboards, the use of optical 
character recognition, and the increasingly viable deployment 
of machine learning technology to effect at least some of the 
document-checking that has thus far required human intervention. 
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The spectrum of technology sophistication in trade banking varies 
significantly, and the range may call for differing examination 
approaches or at minimum, differing points of emphasis.

Organizations have different degrees of technology deployed, 
which should be considered when assessing manual controls versus 
automated controls. One size does not fit all when comparing 
processes from bank to bank. For example, smaller banks may not 
use artificial intelligence, optical character recognition, or robotic 
process automation, while some larger banks might.

Keep in mind:

• How much manual 
intervention remains at the 
transaction processing and 
compliance check levels of the 
business.

• How robust are the technical 
architecture and the key 
interfaces to the trade 
systems.

• How recently have the 
systems been upgraded. 

• Whether “maker/checker” 
or data entry or release 
functions are well defined and 
managed.

• How well engaged are the 
bank technology and security 
teams with the trade business.

• The system vulnerabilities that 
the business is managing with 
respect to AML/CFT risk.

Monitor for excessive reliance on automation without necessary 
checks and balances

EXAMINATION: CONCLUSION + 
RECOMMENDATIONS

Effective examination of a bank’s trade finance business requires 
an appreciation of its unique characteristics and risk profile. This 
paper was written to help improve examiners’ understanding 
of trade finance, and to enhance the quality and effectiveness 
of regulatory examinations of trade finance businesses. 

A fundamental understanding of trade and trade finance business 
by examiners is critical to identify and assess risk properly, leading 
to regulatory efficacy and robust safeguards for the local and global 
financial system.

At the same time, unintended adverse consequences of regulation 
can restrict or constrict access to trade finance, especially in those 
parts of the world where development, economic growth, and even 
security can depend on trade.

Examinations where the standards and expectations applied by 
on-site examiners align well with the expectations communicated 
by the regulating entity work best, as do examinations where the 
parameters of a specific examination are understood up front, and 
where outcomes drive clear adjustments in practice and behavior.

The premise of this “effective practices” document is that an 
informed and perhaps collaborative approach between banks 
and examiners can lead to materially better outcomes both 
in regulatory efficacy and minimizing unintended adverse 
consequences on access to trade financing. 

Keep in mind:

• The purpose of the 
examination and its link to 
findings and constructive 
recommendations.

• Alignment with objectives of 
regulatory body.

• An approach to presentation 
of findings that leads to the 
desired outcomes and a 
collaborative response.

• Findings should be grounded 
on a demonstrated 
understanding of trade 
finance.

• The opportunity to balance 
effective regulation with 
access to trade finance.

Think balance, engagement, and collaboration to optimize 
outcomes
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INFOGRAPHIC: UNDERSTANDING TRADE FINANCE

A snapshot of certain characteristics of trade finance can be helpful in informing the examination process, potential areas of focus, and 
approach. The following data points and graphics are sourced from ADB, the International Chamber of Commerce, and LexisNexis:
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Trade Finance Activities—Examination Procedures

Examination Procedures

Trade Finance Activities
Objective. Assess the adequacy of the bank’s systems to manage the risks associated with 
trade finance activities, and management’s ability to implement effective due diligence, 
monitoring, and reporting systems.

1. Review the policies, procedures, and processes related to trade finance activities. Evaluate the 
adequacy of the policies, procedures, and processes governing trade finance-  related activities 
and the risks they present. Assess whether the controls are adequate to reasonably protect the 
bank from money laundering and terrorist financing.

2. Evaluate the adequacy of the due diligence information the bank obtains for the customer’s 
files. Determine whether the bank has processes in p\ace for obtaining information at 
account opening, in addition to ensuring current customer information is maintained.

3. From a review of MIS and internal risk rating factors, determine whether the bank 
effectively identifies and monitors the trade finance portfolio for suspicious or unusual 
activities, particularly those that pose a higher risk for money laundering.

4. Determine whether the bank’s system for monitoring trade finance activities for 
suspicious activities, and for reporting of suspicious activities, is adequate, given the  
bank’s size, complexity, location, and types of customer relationships.

5. If appropriate, refer to the core examination procedures, “Όffice of Foreign Assets  
Control,” page 152, for guidance.

Transaction Testing
6. On the basis of the bank’s risk assessment of its trade finance portfolio, as well as prior 

examination and audit reports, select a sample of trade finance accounts. From the 
sample selected, review customer due diligence documentation to determine whether the  
information is commensurate with the customer’s risk. Identify any unusual or 
suspicious activities.

7. Verify whether the bank monitors the trade finance portfolio for potential OFAC  
violations and unusual transactional patterns and conducts and records the results of any  
due diligence.

8. On the basis of examination procedures completed, including transaction testing, form a 
conclusion about the adequacy of policies, procedures, and processes associated with  
trade finance activities.

Source: Federal Financial Institutions Examination Council. 2015. Trade Finance Activities – Examination Procedures. 

BANK SECRECY ACT AND ANTI-MONEY LAUNDERING EXAMINATION MANUAL: 
EXTRACT (TRADE FINANCE)
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