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Key Points 
•	 Digital	identities	have	

become	popular	worldwide	
given	their	potential	to	
improve	the	efficiency,	
functionality,	scalability,	and
coverage	of	government	
schemes	and	policies.	

•	 A	digital	identity	system
must	be	situated	within	
government	to	ensure	
inclusion,	security,	and	
sustainability.

•	 A	robust	accountability	
mechanism	should	be	at	
the	core	of	a	digital	identity	
system	characterized	by	
clearly	designated	roles	
and	responsibilities	for	all	
parties	involved,	in	tandem	
with	a	redressal	mechanism
to	address	logistical	or	
systematic	errors.

•	 Digital	identity	systems	
should	be	guarded	with	
stringent	cybersecurity	and
data	privacy	norms.

•	

•	

Mandating	digital	identities	
for	access	to	public	services	
can	lead	to	exclusion,	
especially	in	countries	
where	internet	penetration	
and	digital	literacy	are	
relatively low.	
Mutual	recognition	of	
digital	identities	can	enable	
cross-border	economic	
integration	and	cooperation, 
though	this	needs	to be	
supported	by	a	robust	
and	coordinated	
governance framework.	
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1. Introduction

An	identity	(ID)	is	a	set	of	one	or	more	attributes	that	allows	an	entity	or	person	to	
be	sufficiently	distinguished	or	uniquely	identified	(GPFI	2018;	 ITU	2018).	While	the	
true	 nature	 of	 any	 identity	 is	multifaceted,	 the	 functional	 purpose	 is	 to	 prove	 the	
uniqueness	 of	 an	 individual,	 ensure	 accountability,	 establish	 trust,	 and	 provide	 a	
point	of	reference	for	legal,	social,	and	economic	transactions.	

IDs	have	been	broadly	classified	as	 foundational	or	 functional.	A	 foundational	 ID	 is	
multipurpose	and	meant	to	provide	identification	for	the	general	population,	often	
forming	the	basis	for	various	public	and	private	sector	transactions.	A	functional	ID,	
on	the	other	hand,	is	designed	for	a	specific	purpose	(e.g.,	voter	IDs,	health	records,	
tax	ID	numbers,	social	protection,	ration	cards,	or	driving	permits)	and	usually	covers	
a	subset	of	the	population.	However,	 in	many	cases,	these	are	accepted	as	proof	of	
identity	 for	 broader	 purposes	beyond	 their	 original	 scope,	 especially	when	 robust	
foundational	ID	systems	are	not	present.	Further,	a	legal	ID	is	one	that	is	sufficient	for	
proving	the	identity	of	an	individual.	Foundational	IDs	often	serve	as	sovereign	legal	
IDs	but,	 in	many	 instances,	 functional	 IDs	 are	 also	 accepted	 (AFI	 2021;	 ID4D	2019;	
GPFI	2018;	ITU	2018).	

Identification	is	the	process	of	establishing	information	about	an	entity	or	individual	
based	 on	 a	 set	 of	 attributes	 that	 uniquely	 describes	 them.	 Key	 parameters	 of	 an	
identity	are	uniqueness,	recognition,	and	coverage.	This	entire	process	of	registering,	
issuing,	using,	and	maintaining	identities	is	called	the	identity	lifecycle	and	consists	
of	 several	 stages,	 starting	 from	 enrolling	 the	 identity	 data,	 storing	 it,	 establishing	
its	 validity	 and	 uniqueness,	 issuing	 credentials,	 verifying	 and	 authenticating,1	 and,	
finally,	updating	credentials	(ID4D	2019;	Access	Now	2018;	GPFI	2018;	ITU	2018).	

1	 Verification	 is	 the	 process	 of	 comparing	 the	 credentials	 (e.g.,	 a	 personal	 information	 number,	 a	
card)	presented	by	 an	 individual,	with	 the	 stored	 credentials	 associated	with	 their	 claimed	 identity.	
Authentication,	a	step	further,	is	the	process	of	ensuring	that	the	person	who	claims	an	identity	is	the	
rightful	owner	of	 that	 identity,	 i.e.,	 that	 they	are	 really	who	 they	claim	to	be	and	 they	are	 the	same	
person	that	the	credentials	associated	with	an	identity	were	originally	issued	to.
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A digital identity	is	one	where	most	aspects	of	the	system	
that	 enables	 it	 are	 accomplished	 digitally.	While	 some	
digital	 identities	 are	 almost	 entirely	 digital,	 many	 are	
built	upon	pre-existing	non-digital	identification	systems	
with	only	some	aspects	being	digitalized.	In	these	cases,	
digitalization	can	either	replace	existing	mechanisms,	or	
complement	 them.	 This	 policy	 brief	 focuses	 on	 digital	
identity	 systems	 administered	 by	 sovereign	 bodies	
(public,	 administrative,	 legal,	 and	 state-affiliated)	 that	
serve	as	foundational	or	functional identities.	

1.1.  Evolution of Identity Systems: 
Progress in Technology and Increasing 
Centrality of Identification in Accessing 
Rights, Protections, and Services 

Governments	 and	 private	 bodies	 have	 maintained	
identification	 systems	 for	 a	 long	 time.	 Starting	 with	
censuses	in	ancient	empires	and	personal	identification	
numbers	 in	 the	 United	 Kingdom	 and	 Netherlands	
(1800s),	 various	 identification	 systems	 have	 been	
developed	 over	 time	 (Trulioo	 2019).	 The	 need	 for	 a	
robust	 identification	 system	 was	 first	 established	 for	
legal	and	voting	purposes.	More	recently,	it	has	become	
integral	to	the	access	of	various	rights,	protections,	and	
public	and	private	services.	Digital	systems	have	gained	
traction	 given	 their	 potential	 to	 improve	 efficiency,	
functionality,	scalability,	and	coverage.	

The	 process	 began	 with	 the	 incorporation	 of	 digital	
technologies	 to	 fulfill	 specific	 functions	 within	
identification	 systems.	 For	 instance,	 the	 United	 States	
Census	 Bureau	 purchased	 the	 Univac	 for	 storing	 and	
classifying	 demographic	 data	 in	 1951	 (Fabry	 2016).	
Gradually,	 traditional	 methods	 of	 verification	 (usually	
based	 on	 physical	 checks	 such	 as	 matching	 an	
individual’s	 face	 with	 an	 authenticated	 ID	 document	
with	 their	 credentials)	 were	 relegated	 to	 digital	
systems.	 The	 proliferation	 of	 the	 internet	 led	 to	
greater	 decentralization,	 integration,	 and	 portability	
of	 identification	 systems	 (Breckenridge	 2018;	 Privacy	
International	 2022b).	 In	 the	 past	 2	 decades,	 countries	
have	 begun	 developing	 ID	 systems	 that	 are	 based	 on	
digital	 infrastructure,	 as	 opposed	 to	 the	 incremental	
digitalization	 of	 existing	 identity	 systems.	 The	 next	
section	summarizes	country	approaches	to	development	
of	digital	identities.	

2.  Digital Identities: Approaches 
and Design

2.1 Overview

Country	 approaches	 to	 the	 development	 of	 digital	
identification	 systems	 are	 unique	 in	 scope,	 timing,	
implementation	 and	 governance	 frameworks.	 In	
Table	 1,	we	 discuss	 the	 digital	 identity	 programs	 of	 10	
countries,	both	members	and	non-members	of	the	G20,	
geographically	diverse	with	varying	 levels	of	 economic	
prosperity,	have	different	approaches	to	digital	 identity	
systems	 and	 at	 different	 stages	 in	 their	 design	 and	
implementation.	

2.2 Case Studies

2.2.1  Kenya: Of Precedents, Privacy,  
and Data Protection

The	 National	 Integrated	 Identity	 Management	 System	
(NIIMS),	 popularly	 known	 as	 Huduma	 Namba	 (service	
number	 in	 Swahili)	 is	 Kenya’s	 biometric	 digital	 identity	
program.	 It	 was	 established	 in	 2019	 under	 section	 9A	
of	 the	Registration	of	Persons	Act,	1949	wherein	 it	was	
introduced	 via	 the	 Kenyan	 Statute	 Law	 (Miscellaneous	
Amendment)	 Act	 No.	 18,	 2018	 (CIS	 2020).	 It	 was	
developed	 to	 create,	 maintain,	 manage	 and	 operate	
a	 national	 population	 register	 as	 a	 single	 source	
of	 personal	 information	 for	 all	 Kenyan	 citizens	 and	
registered	 foreigners	 resident	 in	Kenya;	and	 to	assign	a	
unique	 national	 identification	 number	 to	 every	 person	
in	the	register	(Privacy	International	2022a).

The	data	to	be	collected	for	the	NIIMS	included	biometric	
data	 such	 as	 fingerprints,	 voice	 waves,	 and	 iris	 and	
retina	 patterns,	 along	 with	 DNA	 and	 GPS	 data	 (Privacy	
International	2022d).	Consequently,	three	petitions2	were	
filed	before	the	Kenyan	High	Court	on	the	grounds	that,	
inter alia,	NIIMS	called	for	the	collection	and	processing	of	
large	amounts	of	 sensitive	personal	data	 in	 the	absence	
of	 protection	 law,	 and	 required	 compulsory	 registration	
which,	 coupled	with	 linking	digital	 identity	with	welfare	
services,	 could	 potentially	 exclude	marginalized	 groups.	
The	Court	combined	these	petitions	(Nubian	Rights	Forum	
&	2	Others	v	Attorney	General	&	6	Others	2020)	and	issued	
a	crucial	 interim	ruling	before	the	final	 judgment	(Bhatia	
2020;	Research	ICT	Africa	and	CIS	2021;	Baliga	2022).

2	 By	the	Nubian	Rights	Forum,	the	Kenya	Human	Rights	Commission,	and	the	Kenya	National	Commission	on	Human	Rights.
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The	interim	ruling	stipulated	that	while	the	Government	
could	proceed	with	Huduma	Namba,	 it	was	prohibited	
from	 mandating	 participation	 in	 the	 program.	
Subsequently,	 the	 Government	 announced	 the	 launch	
of	 Huduma	 Namba	 cards	 via	 a	 press	 statement	 and	
Kenya’s	Data	Protection	Act	also	came	into	force.	Roughly	
a	 month	 after	 the	 enactment	 of	 the	 Data	 Protection	
Act,	 the	 High	 Court	 delivered	 its	 judgment	 wherein	 it	
nullified	 the	mandate	 in	NIIMS	 to	collect	DNA	and	GPS	
coordinates	 declaring	 it	 as	“intrusive	 and	 unnecessary”	
(Baliga	2022; Privacy	International	2022d).

Huduma	 Namba	 faced	 another	 challenge3	 in	 the	 High	
Court	on	grounds	that	the	program	was	being	launched	
without	a	data	impact	assessment	as	required	under	the	
Data	Protection	Act.	The	Court	upheld	the	retrospective	
application	of	 the	Data	 Protection	Act	 on	 the	Huduma	
Namba	 and	 halted	 the	 programs	 rollout	 until	 the	
government	 conducted	 a	 data	 protection	 impact	
assessment	(Bingham	2021).

This	precedent	will	have	an	overarching	 impact	on	 the	
future	of	digital	identities,	especially	as	a	step	forward	in	

Figure 1: Tracking Kenya’s National Integrated Identity Management System 

NIIMS = National Integrated Identity Management System, GPS = global positioning system.

Source: Bingham 2021; Baliga 2022; Privacy International 2022a; Privacy International 2022d.
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the	ongoing	fight	for	privacy	in	centralized	digital	identity	
systems	(Privacy	International	2022g).	It	emphasizes	the	
need	 for	 substantial	 safeguards	 in	 the	 implementation	
of	a	centralized	digital	identity	program.	While	the	court-
mandated	 data	 protection	 impact	 assessment	 has	 not	
yet	concluded,	Kenya	has	exemplified	the	significance	of	
issues	like	privacy	and	data	protection	in	digital	identity	
systems	(World	Economic	Forum	2022).	

2.2.2 United States: Of Integration

The	 US-backed	 identity	 system	 is	 a	 patchwork	 of	
processes	managed	by	 the	 federal	 government,	 states,	
and	 local	 agencies.	 The	 Social	 Security	 number	 and	
state-issued	 driver’s	 license	 are	 the	 most	 important	
elements	 of	 the	 country’s	 identity	 system,	 though	
neither	 is	 universal	 or	 digital.	 Most	 recently,	 several	
state	 governments	 have	 launched	 their	 digital/mobile	
driver’s	license,	the	adoption	of	which	has	tripled	in	2021	
(Appleinsider	 2021).	This	 is	 now	being	used	 for	 several	
age-based	transactions	such	as	purchasing	alcohol	and	
certain	medications,	 as	 well	 as	 at	 financial	 institutions.	
The	Social	Security	Administration	is	also	working	toward	

3	 Petition	filed	by	the	Katiba	Institute.



The Emerging Era of Digital Identities: Challenges and Opportunities for the G206 7

the	 implementation	of	 electronic	Content	 Based	 Social	
Security	 Number	 Verification	 or	 eCBSV	 (Ssa.Gov	 2022).	
However,	 a	 larger	 overhauling	 of	 the	 country’s	 digital	
identity	 system	 is	 being	 planned	 and	 implemented	
through	 the	 Improving	 Digital	 Identity	 Act	 of	 2021,	
placed	within	the	executive	office	of	the	President.	

The	 National	 Institute	 Standards	 and	 Technology	 will	
develop	 a	 standards	 framework	 for	 digital	 identity	
verification	to	guide	federal,	state,	and	local	governments	
in	selecting	their	digital	identity	solutions	(Magrath	2022).	
It	 also	 provides	 for	 a	 budget	 to	 help	 states	 upgrade	
systems	used	to	issue	drivers’	licenses	and	other	forms	of		
digital	 ID	 credentials	 (Hersey	 2021).	 At	 the	 heart	 of	 this	
change	 lies	 a	 recognition	 that	 there	 is	 no	 substitute	 for	
the	 unique	 role	 governments	 can	 play	 in	 conferring	
a	 legal	 identity	 (Better	 Identity	 Coalition	 2018).	 This	 is	
in	 sharp	 contrast	 to	 the	 government’s	 earlier	 efforts	
with	 public–private	 partnerships	 to	 fill	 the	 gaps	 on	
verification.	 Systemic	 lacunae	 and	 fragmentation	 result	
in	hefty	identity	theft	amounting	to	$712.4	billion	lost	in	
2020	(Inscoe	2021;	Insurance	Information	Institute	2022).	
The	 envisioned	 identity	 program	will	 prevent	 fraud	 and	
support	unified	public	support	on	education,	health	and	
unemployment,	that	were	challenges	faced	by	the	country	
during	the	novel	coronavirus	(COVID-19)	pandemic.

2.2.3  India: Of Efficiency, Errors, and Exclusion

India’s	foundational	digital	identity,	Aadhaar	(“foundation”	
in	 Hindi)	 remains	 the	 largest	 biometric	 digital	 identity	
program	 in	 the	 world,	 with	 over	 a	 billion	 cards	 issued	
to	 residents.	 The	 identity	 system	 is	 used	 for	 delivering	
subsidies,	 creating	 bank	 accounts,	 and	 buying	 mobile	
Subscriber	 Identity	Module	cards.	The	 identity	has	truly	
become	multi-purpose,	despite	the	governing	legislation	
and	India’s	apex	court	declaring	that	the	identity	system	
should	 only	 be	 a	 voluntary	 program	 used	 for	 welfare	
distribution.	The	12-digit	unique	identification	number	is	
connected	to	demographic	 information	and	biometrics	
of	 individuals	 (iris	 scan	 and	 fingerprints).	 Enrolment,	
implementation,	 and	 authentication	 is	 managed	 by	
the	 Unique	 Identification	 Authority	 of	 India	 (UIDAI).	
The	 biometric	 and	 demographic	 details	 are	 stored	 on	
central	 servers	 of	 UIDAI.	 Aadhaar	 is	 now	 on	 its	way	 to	
becoming	the	foundation	of	e-governance	with	multiple	
new	digital	initiatives	such	as	e-Kisan,	e-Shram,	and	the	
National	Health	ID	being	linked	or	built	upon	it,	for	which	
the	 robustness	 of	 Aadhaar	 becomes	 critical,	 a	 system	
that	 functioned	 in	 a	 legislative	 vacuum	 for	 the	 first		
half-decade	of	its	existence.	

According	to	the	State	of	Aadhaar	report	(Totapally	et	al.	
2019),	individuals	use	Aadhaar	to	access	multiple	services,	
both	 public	 and	 private.	 Despite	 widespread	 use	 and	
utility,	 a	 significant	 number	 of	 Indians	 face	 challenges	
such	as	 exclusion	or	denial	of	 essential	 services	due	 to	
authentication	errors	with	Aadhaar.	The	Comptroller	and	
Auditor	 General	 of	 India,	 a	 constitutional	 body,	 found	
authentication	 errors	 to	 be	 as	 high	 as	 49%	 in	 some	
states.	 It	 also	 found	 significant	 levels	 of	 duplication	 in	
the	system,	despite	the	claim	of	uniqueness	(CAG	2022).	
While	Aadhaar	has	 served	as	 the	primary	 identity	both	
digital	and	physical	 for	most	 Indians,	 the	 large	number	
of	 excluded	 citizens	 (due	 to	 authentication	 errors	 and	
other	 challenges)	 should	 be	 a	 significant	 source	 of	
concern	 (Privacy	 International	 2022b).	 Moreover,	
reported	 instances	 of	 data	 mismanagement	 call	 for	
better	governance	of	the	Aadhaar	program	(Jain	2019).	

2.2.4  Italy: Of Successful Public–Private 
Partnership 

Italy’s	 Public	 Digital	 Identity	 System	 (SPID),	 which	 was	
launched	 in	 2016,	 allows	 individuals	 and	businesses	 to	
access	services	of	the	public	administration	and	private	
adherents,	 based	 on	 personal	 credentials	 (username	
and	 password).	 Initial	 issuance	 is	 based	 on	 existing	
Italian	 identification	 (identity	 card,	 passport,	 or	 driving	
license),	 along	 with	 health	 card	 (tessera sanitaria)	 or	
tax	code	card	(codice fiscal),	e-mail	address,	and	mobile	
phone	 number.	 After	 the	 initial	 verification	 process,	
the	 ongoing	 usage	 of	 the	 system	 has	 three	 levels	 of	
authentication	depending	on	the	service	being	accessed,	
with	 Level	 1	 requiring	 only	 a	 username	 and	 password.	
The	 SPID	 is	 a	 public–private	 partnership,	 with	 nine	
identity	 providers	 as	 of	 2021,	 with	 the	 Italian	 Postal	
Service,	a	public	entity,	having	the	highest	market	share	
(83%).	Italy	also	launched	the	CIE,	an	Electronic	Identity	
Card	 with	 a	 near-field	 communication-enabled	 chip,	
in	 late	 2015.	 Both	 the	CIE	 and	 SPID	 are	 notified	 to	 the	
European	 Commission	 and	 regulated	 by	 the	 Electronic	
Identification,	Authentication	and	Trust	Services	(eIDAS)	
European	scheme	(SPID	2022a,	2022b).

SPID	has	been	used	most	 intensively	 for	accessing	 the	
national	 retirement	 system,	 as	 well	 as	 for	 interactions	
with	 public	 administrations	 such	 as	 for	 tax	 payment.	
It	 is	 also	 being	 used	 to	 obtain	 federal	 and	 state	 level	
benefits	 for	 which	 identity	 verification	 is	 required		
(e.g.,	 child	 benefits,	 family	 allowance,	 educational	
allowance,	 housing	 subsidies).	 The	 government	 had	
required	that	all	public	authorities	and	bodies	make	their	

Ssa.Gov
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services	 available	 through	 SPID	 and	 other	 electronic	
IDs	 by	October	 2021.	 Approximately	 28%	 of	 all	 public	
administrations	 in	 Italy,	 however,	were	 not	 yet	 part	 of	
the	 system	 in	November	2021.	While	growth	was	 slow	
initially,	 user	 adoption	 has	 seen	 rapid	 uptake	 in	more	
recent	 years,	 with	 over	 23	 million	 users	 by	 August	
2021.	 By	 October	 2021,	 43%	 of	 Italian	 citizens	 had	
the	 digital	 identity.	 Voucher	 campaigns	 to	 incentivize	
uptake,	development	programs	and	a	dedicated	digital	
transformation	 team	 have	 been	 credited	 for	 this.	 The	
provision	 of	 interoperable	 products	 by	 various	 private	
companies	 has	 boosted	 user	 take-up.	 Adoption	 rates	
have	 been	 relatively	 uniform	 by	 gender,	 but	 remain	
low	 for	 older	 populations	 (MEF	 2021;	 Namirial	 2021;	
SPID 2022b).

2.3 Key Messages

The	primary	objective	of	all	national	digital	 identities	 is	
to	facilitate	access	to	public	services.	While	nations	focus	
on	 the	potential	 benefits	 of	 these	 initiatives,	 their	 risks	
should	also	be	acknowledged,	especially	as	developing	
digital	 identity	frameworks	often	involves	governments	
working	together	with	third	parties.	In	such	cases,	a	clear	
delineation	 of	 roles,	 responsibilities,	 expectations,	 and	
liabilities	is	necessary	to	establish	accountability.

Challenges	faced	by	digital	identity	systems	only	increase	
with	scale.	Evidenced	by	the	UIDAIs	report	(UIDAI	2012),4	
which	 acknowledges	 an	 occasional	 false	 positive	 to	
arise	in	the	system.	Considering	the	scale	of	the	scheme	
and	 India’s	 population,	 the	 number	 of	 actual	 errors	 in	
the	 system	 can	 be	 considerable	 (Privacy	 International	
2022b).	 The	 latest	 audit	 report	 on	 Aadhaar	 does	 point	
toward	these	gaps	(CAG	2022).	

Further,	 mandating	 digital	 identity	 for	 accessing	
government	 services	 can	 lead	 to	 exclusion	 as	 access	
to	 public	 services	 can	 be	 denied	 due	 to	 lack	 of	 the	
ID	 (Privacy	 International	 2022e).	 Logistical	 or	 technical	
barriers	 such	as	discrepancies	 in	 the	 system,	managing	
accurate	 authentication,	 and	 lack	 of	 infrastructure	 can	
make	 enrollment	 and	 verification	 for	 digital	 identities	
difficult,	especially	for	the	elderly	and	manual	laborers.5

National	digital	identity	initiatives	involve	collecting	and	
storing	 sensitive	personal	 information	on	 a	 large	 scale;	

4	 Titled	“Role	of	Biometric	Technology	in	Aadhaar	Enrollment”.
5	 This	 is	 a	widespread	concern	acknowledged	by	Kenya’s	High	Court	 (Nubian	Rights	 Forum	&	2	Others	 v	Attorney	General	&	6	Others	2020),	

research	reports	in	Saudi	Arabia	(SMEX	2021),	and	the	CAG	report	on	Aadhaar	in	India	to	name	a	few	(CAG	2022).
6	 Several	national	digital	 identity	 initiatives	have	been	subject	 to	 this	concern,	 for	 instance,	 in	 the	PRC,	Saudi	Arabia	 (SMEX	2021),	and	 India’s	

Aadhaar.

balancing	 this	 aspect	 against	 the	 right	 to	 privacy	 that	
flows	into	protection	of	data	of	individuals	is	imperative	
(Privacy	 International	 2022f ).	 Kenya’s	 example	 enforces	
the	necessity	of	data	protection	regulations	and	privacy	
safeguards,	for	better	implementation	of	digital	identity	
systems.	 National	 digital	 identity	 systems	 should	 also	
account	 for	 cybersecurity	 risks	 that	 can	 compromise	
sensitive	 personal	 data	 of	 a	 large	 population	 (Privacy	
International	 2017;	 BBC	 News	 2022).	 The	 severity	 of	
such	breaches	is	amplified	with	national	digital	 identity	
systems	that	often	store	biometric	data,	which	cannot	be	
easily	rectified.	

Finally,	 unique	 identity	 elements	 have	 long	 been	
associated	with	 fears	 of	 surveillance.	This	 now	 extends	
to	 digital	 identities	 with	 apprehensions	 of	 these	
initiatives—and	 the	 sensitive	 data	 they	 contain,	 such	
as	biometrics—being	used	as	tools	of	surveillance.6	This	
trepidation	extends	to	both	governments	and	malicious	
third	parties.	

3.  Exploring Cross-Border Digital 
Identities

Section	 2	 illustrates	 how	 identity	 and	 consequently	
digital	 identity	 landscapes	 are	 designed	 within	 the	
specific	 cultural,	 legal,	 and	 administrative	 contexts	 of	
every	 country.	 The	 diverse	 nature	 of	 digital	 identity	
systems	 makes	 harmonization	 an	 insurmountable	 task	
and	 perhaps	 unnecessary.	 Cross-border	 digital	 identity	
systems	 may	 not	 mean	 the	 creation	 of	 a	 harmonized	
global	 digital	 identity	 system	 but	 one	 that	 allows	 for	
the	recognition	and	use	of	one	country’s	digital	identity	
in	 another.	 In	other	words,	 it	 need	not	be	 the	 same	or	
similar	digital	 identity	 across	 countries;	 it	 just	needs	 to	
be	 trusted,	 i.e.,	 recognized	 across	 borders.	 There	 can	
be	 several	 advantages	 to	 cross-border	 digital	 identity	
systems	 of	 the	 kind	 referred	 to	 above.	 All	 cross-border	
movement	 of	 goods,	 capital	 and	 people	 can	 be	made	
more	efficient,	safe,	and	inclusive	with	the	use	of	cross-
border	 digital	 identity	 systems.	 For	 instance,	 it	 can	
enable	 smoother	 travel	 and	 migration	 across	 borders,	
easier	 cross-border	 electronic	 transactions	 and	 better	
access	 to	 services	 such	 as	 opening	 bank	 accounts	 and	
accessing	 medical	 records	 across	 borders	 (ID4D	 2019;	
IDID	2022;	Cooper	2022).
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The	European	Union’s	(EU)	eIDAS	regulation	is	a	successful	
example	 of	 a	 cross-border	 digital	 identity	 system.	
Enforced	 in	 September	 2018,	 the	 eIDAS	 regulation	
created	 a	 framework	 for	 electronic	 identification	 to		
better	 enable	 service	 delivery	 across	 the	 EU.	 Digital	
identities	 of	 EU	 member	 states	 compliant	 with	 the	
regulation	can	be	used	to	access	public	services	region-
wide.	This	 system	of	mutual	 recognition	allows	nations	
to	 implement	 their	 own	 digital	 identity	 systems	 while	
enabling	 citizens	 to	 use	 their	 digital	 IDs	 (European	
Commission	2018,	2022a,	2022b).	

Digital	 identities	 in	 some	countries	are	also	 recognized	
as	 a	 valid	 travel	 document	 in	 lieu	 of	 a	 passport,	 such	
as	 MERCOSUR	 (the	 Southern	 Common	 Market,	 known	
as	MERCOSUR	 for	 its	 Spanish	 initials)	 countries	 in	 Latin	
America,7	and	Kenya,	Rwanda	and	Uganda	in	East	Africa.	
Several	 other	 regional	 blocs,	 i.e.,	 the	 African	 Union,8	
the	 Economic	 Community	 of	West	 African	 States,9	 and	
the	 East	 African	 Community	 (EAC),10	 are	 also	 exploring	
mutual	 recognition	 of	 digital	 identity	 systems	 (ID4D	
2019;	ID4D,	EAC	&	the	World	Bank	Group	2021).

However,	these	instances	have	a	common	denominator;	
these	 nations	 all	 enjoy	 regional	 proximity	 and	 strong	
diplomatic	 relations	 and	 partnerships,	 which	 is	 a	
prerequisite	 to	 working	 toward	 a	 system	 of	 mutual	
recognition	of	digital	identities.	Facilitating	the	widening	
of	 this	 network	 and	 including	 mutual	 recognition	
of	 digital	 identities	 in	 regional	 trade	 and	 economic	
partnership	 agreements	 must	 remain	 the	 pursuit	 of	
multilateral	platforms	such	as	 the	G20.	A	 recent	policy	
brief	analyzed	305	Regional	Trade	Agreements	 in	 force	
and	notified	the	World	Trade	Organization	(up	till	June	
2020)	 that	 none	 included	 digital	 identities	 (Norberg,	
Ganne	 and	 Hewett	 2020).	 However,	 the	 recent	 Digital	
Economy	 Partnership	 Agreement	 between	 Chile,	 New	
Zealand,	 and	 Singapore	 aims	 to	 facilitate	 digital	 trade	
using	 mutually	 recognized,	 safe,	 and	 secure	 digital	
identities	 (DEPA	 2020).	 Cross-border	 digital	 identity	
arrangements	 will	 have	 to	 be	 supported	 by	 robust	
governance	 frameworks,	 perhaps	 through	 an	 existing	
multilateral	secretariat	that	enables	its	 implementation	
and	regular	monitoring.	

7	 Member	States	Argentina,	Brazil,	Paraguay	and	Uruguay,	and	Associated	States	Bolivia,	Chile,	Colombia,	Ecuador	and	Peru.
8	 The	African	Union	held	a	consultation	on	a	continental	digital	ID	interoperability	framework.	Referenced	at	https://dig.watch/updates/au-holds-

consultation-continental-digital-id-interoperability-framework.
9	 The	Economic	Community	of	West	African	States	ID	card.
10	 The	Democratic	Republic	of	the	Congo,	the	Republics	of	Burundi,	Kenya,	Rwanda,	South	Sudan,	Uganda,	and	the	United	Republic	of	Tanzania.
11	 G20	Rome	Leaders’	Declaration,	Rome,	31	October	2021,	para	51.

4. Policy Recommendations 

The	G20	recently	noted	the	significance	of	digital	identities	
in	the	G20	Digital	Identity	Onboarding	report	and	the	G20	
Rome	Leaders’	Declaration,	2021.	The	report	emphasized	
the	 prominence	 of	 a	 digital	 identity,	 particularly	 for	
marginalized	 sections	 of	 society,	 toward	 accessing	basic	
services	and	participating	in	society.	It	also	recognized	the	
central	 role	that	governments	play	 in	the	digital	 identity	
landscape.	 The	 G20	 declaration11	 emphasized	 “secure,	
interoperable	 and	 trusted	 digital	 identity	 solutions”	 that	
could	 provide	 access	 to	 services	 while	 balancing	 data	
protection	 and	 privacy	 concerns,	 and	 committed	 to	
pursuing	 digital	 identity	 tools	 that	 could	 be	 used	 in	
emergency	 situations.	 Considering	 the	 recent	 emphasis	
on	 the	 issue	 by	 the	 G20,	 this	 policy	 brief	 outlines	 the	
following	 recommendations	 to	 facilitate	 an	 inclusive,	
sustainable,	 and	 secure	 digital	 identity	 framework	 for	
countries	across	the	world	(World	Bank	2021).

1) On Formulating a Digital Identity

With	 the	 world	 rapidly	 moving	 toward	 a	 digital	
landscape,	 digital	 identities	 are	 imminent.	 They	 can	
help	 the	 marginalized	 obtain	 legally	 recognized	 IDs,	
enable	participation	in	previously	unavailable	economic	
opportunity,	 and	 facilitate	 smoother	 operation	 and	
delivery	of	public	services.	Countries	that	do	not	yet	have	
a	national	digital	identity	program	in	implementation	or	
development	 should	 begin	 to	 systematically	 consider	
how	 digitalization	 can	 improve	 the	 efficiency	 and	
inclusion	of	 their	 current	 identity	management	 systems	
and	services	that	are	tied	to	it.

2) On the Role of Governments

Digital	 identity	 frameworks	 are	 often	 the	 result	 of	
cooperative	 efforts	 between	 governments	 and	 third	
parties,	 such	 as	 private	 companies	 and	 not-for-profit	
organizations.	 While	 such	 public–private	 partnerships	
have	 proven	 beneficial	 and	 effective	 in	 many	 cases,	 a	
well-functioning	 system	 must	 be	 situated	 within	 the	
government	 with	 a	 robust	 accountability	 framework	
that	 appropriately	 balances	 the	 needs	 of	 an	 inclusive,	
sustainable,	and	secure	digital	identity	framework.

https://dig.watch/updates/au-holds-consultation-continental-digital-id-interoperability-framework
https://dig.watch/updates/au-holds-consultation-continental-digital-id-interoperability-framework
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3) On Governance and Accountability

Digital	identity	systems	should	have	clearly	defined	roles	
and	 responsibilities	 of	 all	 parties	 involved,	 especially	
third	 parties	 that	 may	 have	 access	 to	 individual	 data.	
Accountability	mechanisms	should	be	created	not	only	
to	 achieve	 desirable	 socio-economic	 outcomes	 but	
also	 to	 prevent	 system	 abuse.	 Digital	 identities	 should	
not	 be	 mandated	 for	 access	 to	 public	 services	 and	
relief	programs	and	schemes;	this	can	lead	to	exclusion	
of	 the	 most	 vulnerable	 parts	 of	 the	 population.	 No	
system	created	is	infallible—authentication,	verification,	
logistical,	or	systematic	errors	can	creep	into	any	digital	
system.	 A	 well-designed	 redressal	 mechanism	 should	
be	 created	 to	mitigate	 these	 situations.	Digital	 identity	
programs	 should	 be	 free	 from	 discrimination	 and	
promote	inclusion	by	design,	particularly	for	vulnerable	
and	marginalized	groups.

4) On Data Protection and Privacy

Data	 protection	 and	 privacy	 should	 be	 a	 foundational	
aspect	 of	 digital	 identity	 systems.	 Countries	 should	
ensure	 that	 a	 robust	 data	 protection	 system	 is	 in	

place	 before	 enacting	 a	 digital	 identity	 program.	 Such	
programs	should	also	undergo	rigorous	data	protection	
impact	 assessments	 periodically	 to	 determine	 their	
validity.	 Additionally,	 the	 purpose	 for	 collection	 and	
use	 of	 data	 should	 be	 clearly	 defined	 and	 assessed	 in	
order	to	balance	the	need	to	collect	and	store	sensitive	
personal	data,	and	the	digital	identity	program	benefits.	
Transparency	 is	key:	only	necessary	 information	should	
be	 shared	 for	 each	 transaction,	 with	 users	 having	 the	
right	to	see	how	their	information	is	being	used.	

5) On Cybersecurity and Disclosure

Digital	 identity	 programs	 should	 incorporate	 stringent	
security	 measures	 against	 tampering,	 unauthorized	
access,	and	theft	and	misuse	of	data.	Further,	the	policy	
and	 legal	 framework	 sustaining	 the	 program	 should	
incentivize	 disclosure	 and	 reporting	 of	 vulnerabilities	
and	breaches.	This	would	 allow	 for	 a	more	 transparent	
system	and	help	plug	in	gaps	in	security.	Likewise,	in	case	
of	a	data	breach,	all	affected	parties	including	individuals	
should	be	notified.	This	disclosure	requirement	will	allow	
citizens	to	know	if	or	when	their	data	are	compromised	
and	enable	them	to	protect	themselves.	
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